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(UTREBHOTLELRFAR)

Ethics of Research Security and
of Security Research
- Japanese Point of View -

Ryuichi IDA,Prof.
Member, Expert Panel on Bioethics,
Council for Science and Technology Policy, Japan
5th ECIDB, September 17 2013, Brussels

Expert Panel on Bioethics, Japan’s
national Bioethics body, does not
include security research in its
competence. The competence coverage
of the Panel is in vitro research in life
and medical sciences, in particular,
beginning of life issues. The views
expressed here are my personal view.

Ryuichi IDA
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Setting the Scene

e Research security
security issues in medical and life science research
human data for research
data of research results

e Security research
Military security (peace and security)

Security to new threats(surveillance, terrorism,
epidemic diseases, natural disasters

Information security

However, this presentation is limited to the issues relating
to bioethics.
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Research Security

Security relating to research
1) Which kind of research?
Difference of the concept of “security”
natural science (life and medical sciences)
<=> social science and humanities
2) Security of the research materials
Personal information of the participants
Use of data for other purpose than consented
3) Security of the data obtained
Protection of data obtained through research
Divulgation
Disclosure of the data to the person concerned
4) Misconduct of researchers
Fabrication of data, article,
Divulgation, Leakage
Plagiarism
Falsification
col
5) Security of researchers
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Japan’s Case on Research Security

1) No legal regulation is established so far in Japan. Freedom of
research has been strongly stressed by researchers as part of
Freedom of thought, which is an important elements of human
rights.

2) Research security is dealt with as part of research misconduct and
discussed especially among scientists (natural, social and
humanities) as a problem of the autonomy of the scientific
community.

3) Ministry of Education, responsible ministry of science and
technology, gives priority to the academic autonomy. A set of
guidelines in this regard was published in 2006, dealing with
especially the measures to be taken to the cases of misconduct.
The precise ethical principles are left to be established by
scientific community.

4) Science Council of Japan first published “Report on research

misconduct” in 1995, and established “Code of conduct of
scientists” in 2006, revised in 2013.
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Security Research

1) Military security (peace and security)
Social science oriented
Ethics of military security is one of the subjects of research
2) “National security”
military power
surveillance of individual’s behavior
3) Security to new threats
terrorism - surveillance
infectious disease
health security (vaccination, quarantine/isolation)
disasters — prediction, precaution, prevention, rescue and care
4) Information security
data protection
cyber terrorism
network security
SNS (Social network system)
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Japan’s case on security research

1)  Two kinds of security
+ Security as “Peace and Security” issue (military security)
+ Security in IT society = information security

2)  Research on peace and security deals nowadays with international order and ethics
and order of international community.

3) Information security is an important issue of science and technology policy. The need
to strengthen the information security (“cyber-security”) for national security is
emphasized in “4th Basic Plan of Science and Technology” of 2011.

4) Information security is covered by the Ministry of Internal Affairs and Communication,
under which research on information security is promoted and achieved by IPA
(Information-technology Promotion Agency) (https://www.ipa.go.jp/index-e.html)
and by NICT (National Institute of Communication Technology)
(http://www.nict.go.jp/en/index.html )

5) The Integrated Strategy of Information Security was proposed in 2003 by a Working
Group under the Ministry of Internal Affairs and Communication.

6) Law onillicit access and relevant acts was enacted in 1999 and last revised in 2013.
This law has penal sanctions against acts of illicit access with imprisonment of less
than 3 years or fine of less than 1 million yen. 15

Ethics common to both issues :
from bioethics viewpoint
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Basic values in bioethics: (1) Human Dignity

Any research should respect human dignity in its every aspect.
objective/goal, method, subject, material, result (use,
application)
>> Research Security
+ Security of researcher should be assured in any research

+ Security of the data collected or obtained should be
protected so as to avoid divulgation and misuse of the
data in the way of injuring any human person involved.

>> Security Research
+ Persons involved in the research should be respected in its
dignity
human experiment, surveillance of individuals, etc.

+ Use of the personal data, collected or obtained, should be
done in the way not to injure any human person involved

stigmatization, filing of suspects,

17

Basic values in bioethics: (2) Human Rights

Human rights should be respected of the persons involved as well as of
those who are and will be affected by research or application

(1) Protection of the personal information

Collected personal information, in particular, medical information
should be kept confidential

Linked or unlinked anonymization
Surveillance data are collected without consent by security reason.

Data collected should not be used for other purpose than
consented.

(2) Autonomy
Informed consent procedure for collection and use of data
(3) Divulgation or leakage of data and research results

Personal data obtained through research should be kept
confidential.

(4) Isolation/quarantine
Forced isolation or quarantine should be regulated by law.

18




Some Concluding Remarks
on Japan
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+ People’s concern about ethics of security of research has
been low.

+ However, a recent case of data falsification by an employee
of a pharmaceutical company (Novartis) working in large
scale clinical research drew attention to the research
misconduct and security issue. A wide discussion is going
on in scientific community and in the MOH. Suggestions are
given to make legislation of clinical research standards.

+ Cyber security issues are also at stake in the Japanese
Government as well as in private enterprises., since
different cases of illicit access and cyber attack have
occurred.

+ However, these topic are not treated in one wide and
integrated way from ethical viewpoint. Nevertheless, each
of the topics is treated separately, either by the scientific
community, or under the competent institutions.
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