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 Sector-Specific Chec lists
Part 2 offers recommendations for 

how businesses in specific sectors 

can respect and support children’s 

rights online. It outlines how the 

common principles and approaches 

presented in table 1 can be imple-

mented more specifically as they af-

fect businesses in different sectors. 

The checklists are organized by the 

same key areas and, in some cases, 

will refer back to the general guide-

lines in table 1. 

The following sector checklists are 

not exhaustive, but are intended as 

a starting point for companies to re-

spect and support children’s rights in 

the online sphere. Each of the sector 

checklists has been developed in col-

laboration with key contributors and, 

as a result, there are minor variations 

in the tables.  

2.1. Mobile operators
Mobile operators enable access to 

the Internet as well as offer a range 

of mobile-specific data services. 

Many operators have already signed 

up to COP codes of practice, and of-

fer a range of tools and information 

resources to support their commit-

ments.

Table 2 provides guidance for mo-

bile operators on policies and ac-

tions they can take to enhance 

child online protection and partici-

pation. 
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TABLE 2. COP CHECKLIST FOR MOBILE OPERATORS

INTEGRATING 
CHILD RIGHTS 
CONSIDERATIONS 
INTO ALL 
APPROPRIATE 
CORPORATE 
POLICIES AND 
MANAGEMENT
PROCESSES

Mobile operators can identify, prevent and mitigate the adverse impacts of ICTs on children’s rights, and 
identify opportunities to support the advancement of children’s rights.

Refer to the general guidelines in table 1.

DEVELOPING
STANDARD 
PROCESSES TO 
HANDLE CHILD 
SEXUAL ABUSE 
MATERIAL

In collaboration with government, law enforcement, civil society and hotline organizations, mobile 
operators can play a key role in combating child sexual abuse material by taking the following actions:

Collaborate with government, law enforcement, civil society and hotline organizations to effectively handle child sexual abuse material and 
report cases to the appropriate authorities. If a relationship with law enforcement and a hotline is not already established, engage with them 
to develop processes together. Mobile companies may also provide ICT training for law enforcement. 
If a company is operating in markets with less developed legal and law enforcement oversight of this issue, it can refer reporters to the 
International Association of Internet Hotlines at www.inhope.org/gns/report-here.aspx where any of the international hotlines can be selected 
to make a report.

Resources:

to access the documents listed, please email cop@itu.int.

Work with internal functions such as customer care, fraud and security to ensure that the business can submit reports of suspected illegal 
content directly to law enforcement and hotlines. Ideally, this should be done in a way that does not expose front-line staff to the content and 
re-victimize the affected child/children. In situations where staff may be exposed to abusive material, implement a policy or programme to 
support staff resiliency, safety and well-being.
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DEVELOPING
STANDARD 
PROCESSES TO 
HANDLE CHILD 
SEXUAL ABUSE 
MATERIAL 
(CONT’D)

Support law enforcement in the event of criminal investigations through such activities as capturing evidence. Make sure that terms of service and 
conditions state that the company will collaborate fully with law enforcement investigations in the event that illegal content is discovered or reported.

Make sure these terms clearly state that child sexual abuse material will not be tolerated.

Promote reporting mechanisms for child sexual abuse material and make sure that customers know how to make a report if they discover 
such material. If a national hotline is available, offer a link to the hotline from the corporate website and from any relevant content services 
promoted by the company.

Resource: 

If a national hotline is not available, explore opportunities to set one up (see the GSMA INHOPE Hotlines guide in ‘Resources’ for a range of 

and/or develop internal processes for customer care staff to submit reports of questionable content to law enforcement and www.inhope.org.
Resources: 
GSMA INHOPE, ‘Hotlines: Responding to reports of illegal online content – A guide to establishing and managing a hotline organization’. 
This document includes information on the IWF Foundation (for countries that need support building up their own hotline), as well as IWF 

gsma.com/publicpolicy/myouth/mobiles-contribution-to-child-protection/mobile-alliance

Have processes in place to immediately remove or block access to child sexual abuse material – including notice and takedown processes 

similarly robust notice and takedown processes in place.
Resources:
GSMA Mobile Alliance Against Child Sexual Abuse Content, ‘Obstructing the Use of the Mobile Environment by Individuals or Organisations 

protection/mobile-alliance

‘Notice and Take Down Process Paper’, www.gsma.com/publicpolicy/wp-content/uploads/2012/07/Mobilecontributiontonoticeandtakedown.pdf

GSMA Mobile Alliance Against Child Sexual Abuse Content: Preventing mobile payment services from being misused to monetise child 
sexual abuse content’, www.gsma.com/publicpolicy/myouth/mobiles-contribution-to-child-protection/mobile-alliance 
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CREATING A 
SAFER AND AGE-
APPROPRIATE 
DIGITAL 
ENVIRONMENT

Mobile operators can help create a safer, more enjoyable digital environment for children of diverse ages 
by taking the following actions:

Establish a clear set of rules that are prominently placed and echo key points from the terms of service and acceptable use guidelines. User-

• the nature of the service and what is expected of its users; 
• what is and is not acceptable in terms of harmful content, behaviours and language, as well as prohibiting illegal usage and the 

consequences appropriate to the level of any breach – for example, reporting to law enforcement or suspension of the user’s account.

Make it easy for customers to report concerns about misuse to customer care, with standard and accessible processes in place to deal with 
different concerns, for example, if a customer is receiving unwanted communications (spam, bullying) or has seen inappropriate content.

Be transparent, giving customers clear information about the nature of the services that are offered, for example: 
• type of content/service and costs; 
• minimum age required for access; 
• availability of parental controls, including what the controls cover (e.g., network) or do not cover (e.g., Wi-Fi) and training for their use; 
• what type of user information is collected and how it is used.

Resources:
GSMA, ‘Privacy Design Guidelines for Mobile Application Development’, www.gsma.com/publicpolicy/privacy-design-guidelines-for-mobile-
application-development

ICT Coalition, www.ictcoalition.eu

Provide technical controls that are appropriate for the services offered and are as easy as possible for end users to implement. Such controls 
might include:

•
promoted by the company;

•
games, lotteries).

Promote national support services that enable children to report and seek support in the case of abuse or exploitation (see, for example, 
Child Helpline International: www.childhelplineinternational.org).
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PROMOTING
DIGITAL 
TECHNOLOGY AS 
A MODE FOR TO 
FURTHER CIVIC 
ENGAGEMENT

Mobile operators can encourage and empower children by supporting their right to participation.

Refer to the general guidelines in table 1.
Resources:
GSMA, ‘mEducation’, www.gsma.com/connectedliving/meducation; 
‘Mobile for Development’, www.gsma.com/mobilefordevelopment including ‘mWomen’ http://www.gsma.com/mobilefordevelopment/
programmes/mwomen

Inform customers – including parents, caregivers, children – about the services offered, for example:
• type of content offered and corresponding parental controls;
• how to report abuse, misuse and inappropriate or illegal content;
• how this report will be handled;
• what services are age restricted;
• safe and responsible behaviour when using ‘own-brand’ interactive services.

Engage with the broader issues around safe and responsible digital citizenship, e.g., online reputation and digital footprint, harmful content, 
grooming. Consider partnering with local experts such as children’s non-governmental organizations, charities and parenting groups to help 
shape the company’s messaging and reach the intended audience.

If the business already works with children or schools – for example, through corporate social responsibility programmes – investigate 
whether this engagement could be extended to include educating children and teachers on COP messages.

EDUCATING 
CHILDREN,
PARENTS AND 
TEACHERS ABOUT 
CHILDREN’S
SAFETY 
AND THEIR 
RESPONSIBLE
USE OF ICTS

Mobile operators can complement technical measures with educational and empowerment activities by 
taking the following actions:

• type of content offered and corresponding parental controls;
• how to report abuse, misuse and inappropriate or illegal content;
• how this report will be handled;
• what services are age restricted;
• safe and responsible behaviour when using ‘own-brand’ interactive services

Engage with the broader issues around safe and responsible digital citizenship, e.g., online reputation and digital footprint, harmful content, 
grooming. Consider partnering with local experts such as children’s non-governmental organizations, charities and parenting groups to help 
shape the company’s messaging and reach the intended audience.

whether this engagement could be extended to include educating children and teachers on child online protection messages.
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Internet access in public spaces
It is becoming increasingly common for municipalities, retailers, transportation companies, hotel chains 

and other businesses and organizations to provide Internet access via Wi-Fi hotspots. Such access is typi-

cally free or provided at minimal cost, and sometimes with minimal sign-on formalities, as a public service 

or by a company to attract customers to its premises or persuade more people to use its services.

Promoting Wi-Fi is a great way to spread Internet availability in a given area. Care needs to be 

taken, however, when such access is being provided in public spaces where children are likely to 

be present on a regular basis. Users need to be mindful that Wi-Fi signals might be available to 

passers-by and user data compromised. The Wi-Fi provider will therefore not always be able to 

support or supervise the use of an Internet connection it has supplied – and users need to take 

precautions not to share sensitive information over publicly available Wi-Fi. 

In public spaces, Wi-Fi providers may want to consider additional measures to protect children. 

More specifically, they can:

• Proactively block access to web addresses known to contain content that is inappropriate for 

a wide audience, in addition to their efforts to block access to child sexual abuse material.

• Include clauses in terms and conditions of use that forbid the use of Wi-Fi service to access 

or display any material that may be unsuitable in an environment where children are present. 

The terms and conditions should also include clear mechanisms regarding the consequenc-

es of infringements of such rules.

• Take all measures to protect against unauthorized access such as manipulation/loss of per-

sonal data.
• Install filters on the Wi-Fi system to reinforce and underpin the policy on inappropriate material.

• Provide procedures and software to assist in the control and monitoring of children’s access

to Internet content.

2.2. Internet service 
providers
Internet service providers act as both 

a conduit, providing access to and 

from the Internet, and a repository 

for data through their hosting, cach-

ing and storage services. As a result, 

they have been in the forefront of ac-

cepting responsibility for protecting 

children online.

Table 3 provides guidance for In-

ternet service providers on policies 

and actions they can take to en-

hance child online protection and 

participation.
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TABLE 3. COP CHECKLIST FOR INTERNET SERVICE PROVIDERS 

INTEGRATING 
CHILD RIGHTS 
CONSIDERATIONS 
INTO ALL 
APPROPRIATE 
CORPORATE 
POLICIES AND 
MANAGEMENT
PROCESSES

Internet service providers can identify, prevent and mitigate the adverse impacts of ICTs on children’s 
rights, and identify opportunities to support the advancement of children’s rights.

Refer to the general guidelines in table 1.

DEVELOPING
STANDARD 
PROCESSES TO 
HANDLE CHILD 
SEXUAL ABUSE 
MATERIAL

In collaboration with government, law enforcement, civil society and hotline organizations, Internet 
service providers can play a key role in combating child sexual abuse material by taking the following 
actions:

Prohibit uploading, posting, transmitting, sharing or making available content that violates the rights of any party or infringes any local, state, 
national or international law.

Communicate with national law enforcement agencies or the national hotline(s) to pass on reports of illegal child sexual abuse material as 
soon as the provider is aware of it. Make sure that internal procedures are in place to comply with reporting responsibilities under local and 
international laws.

If a company is operating in markets with less developed regulatory and law enforcement oversight of this issue, it can refer reporters to the 
International Association of Internet Hotlines at www.inhope.org/gns/home.aspx, where any of the international hotlines can be selected to 
make a report.

Have processes in place to immediately remove or block access to child sexual abuse material – including notice and takedown processes to 

robust notice and takedown processes in place.

Actively assess commercial content hosted on the company’s servers, whether branded or contracted from third-party content providers, on 

sexual abuse material.

Set up a reporting mechanism that offers clear information for its usage, for example, give guidance on the illegal content and conduct to be 
reported and clarify what materials cannot be attached with the report in order to avoid further distribution on the web.
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CREATING A 
SAFER AND AGE-
APPROPRIATE 
ONLINE
ENVIRONMENT

Internet service providers can help create a safer, more enjoyable digital environment for children of 
diverse ages by taking the following actions:

Identify customers’ age where appropriate, implementing a suitable solution according to individual services. This will be particularly 
important when the service is subject to legal restrictions based on age.

Consider presenting the reporting function on all web pages and services. Seek to standardize the company’s approach to reporting abuse or 
other breaches of a website’s or online service’s terms and conditions. When they move from one site to another, it should not be necessary 
for children or their parents to learn a new set of processes to report issues. 

Consider providing mechanisms such as parental control software and tools that enable parents to manage their children’s access to Internet 

Where possible, promote national support services that parents and caregivers may use to report and seek support in the case of abuse or exploitation. 

Avoid harmful or inappropriate advertising content online, and establish disclosure obligations to customers for services with content that is 
intended for an adult audience and could be harmful to children.

Ensure that data collection policies comply with relevant laws concerning children’s privacy, including whether parental consent is required 
before commercial enterprises can collect personal information from or about a child.

EDUCATING 
CHILDREN,
PARENTS AND 
TEACHERS ABOUT 
CHILDREN’S
SAFETY 
AND THEIR 
RESPONSIBLE USE 
OF ICTS

Internet service providers can complement technical measures with educational and empowerment 
activities by taking the following actions:

Within community guidelines for children, parents and caregivers, echo key messages from terms and conditions in user-friendly language. 
Within the service itself, at the point of uploading content, include ‘reminders’ about such topics as the type of content that is considered to be 
inappropriate.

Provide parents with the necessary information to understand how their children are using ICT services, e.g., including how to handle issues 
related to harmful content and conduct, and be well-positioned to guide them towards responsible usage. This can be facilitated by use of 
tools and through interactions with school districts to provide online safety curricula for children and educational materials for parents.

Provide children with information on safer Internet use. Consider setting up messages on the Internet service provider landing page, e.g.,
• “Never share any contact details, including your physical location and your phone number, with anyone you don’t know in person.” 
•

about your whereabouts.”
• “Do not respond to bullying, obscene or offensive messages. But save the evidence – do not delete the message.”
• “Tell a trusted adult or a friend if you are uncomfortable or upset about something or someone.”
• “Never give away your account password or username! Be aware that other people online may give false information to convince you to 

share your private information.”
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PROMOTING
DIGITAL 
TECHNOLOGY 
AS A MODE TO 
FURTHER CIVIC 
ENGAGEMENT

Internet service providers can encourage and empower children by supporting their right to 
participation.

Refer to the general guidelines in table 1.

2.3. Content providers, 
online retailers and app 
developers
The Internet provides all types of 

content and activities, many of which 

are intended for children. Content 

providers, online retailers and app 

developers have tremendous oppor-

tunities to build safety and privacy 

into their offerings for children and 

young people.

Table 4 provides guidance for con-

tent providers, online retailers and 

applications developers on policies

and actions they can take to en-

hance child online protection and 

participation. 
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TABLE 4. COP CHECKLIST FOR CONTENT PROVIDERS, 
ONLINE RETAILERS ANDAPP DEVELOPERS
INTEGRATING 
CHILD RIGHTS 
CONSIDERATIONS 
INTO ALL 
APPROPRIATE 
CORPORATE 
POLICIES AND 
MANAGEMENT
PROCESSES

Content providers, online retailers and apps developers can help identify, prevent, and mitigate adverse 
impacts of ICTs on children’s rights, and identify opportunities to support the advancement of children’s 
rights by taking the following actions:

Refer to the general guidelines in table 1

DEVELOPING
STANDARD 
PROCESSES TO 
HANDLE CHILD 
SEXUAL ABUSE 
MATERIAL

In collaboration with government, law enforcement, civil society and hotline organizations, content providers, online 
retailers and apps developers can play a key role in combating child sexual abuse material by the following actions:

Be prepared to handle child sexual abuse material and report cases to the appropriate authorities. If a relationship with law enforcement and 
a national hotline is not already established, engage with them to develop processes together.

Specify that the business will collaborate fully with law enforcement investigations in the event that illegal content is reported or discovered, 

Have processes in place to immediately remove or block access to child sexual abuse material – including notice and takedown processes 

national bodies in charge of COP, etc.) before destroying illegal contents.

Ensure that relevant third parties with whom the company has a contractual relationship have similarly robust notice and takedown processes in place.

Work with internal functions such as customer care, fraud and security to ensure that business can submit reports of suspected illegal 
content directly to law enforcement and hotlines. Ideally, this should be done in a way that does not expose front-line staff to the content 
and re-victimize the affected child/children. To address situations where staff may be exposed to abusive material, implement a policy or 
programme to support staff resiliency, safety, and well-being.

Include data retention and preservation policies in order to support law enforcement in the event of criminal investigations through such activities 
as capturing evidence. Document the company’s practices for handling child sexual abuse material, beginning with monitoring and extending to 

Promote reporting mechanisms for child sexual abuse material and make sure that customers know how to make a report if they discover 
such content. If a national hotline is available, offer links to that hotline from the corporate website and from any relevant content services 
promoted by the company.

If a company is operating in markets with less developed regulatory and law enforcement oversight of this issue, it can refer reporters to the International 
Association of Internet Hotlines at www.inhope.org/gns/home.aspx, where any of the international hotlines can be selected to make a report.



2

CREATING A 
SAFER AND AGE-
APPROPRIATE 
ONLINE
ENVIRONMENT

Content providers, online retailers and app developers can help create a safer, more enjoyable digital 
environment for children of diverse ages by taking the following actions:

standards and consistent with approaches taken in equivalent media. 

To help parents and others decide whether content is age-appropriate for children, build applications and services in all media to align with 

to access content that can be harmful for children.

Ensure transparency in terms of pricing for products and services, and information collected about users. Ensure that data collection policies 
comply with relevant laws concerning children’s privacy, including whether parental consent is required before commercial enterprises can 
collect personal information from or about a child.

Make sure that advertising or commercial communication is clearly recognizable as such.

Supervise content made available online and adapt it to the user groups who are likely to access it, for example, by establishing appropriate 
policies for online advertising to children. If the content offering supports an interactive element, such as commenting, online forums, social 
networks, gaming platforms, chat rooms or message boards, communicate a clear set of ‘house rules’ in customer-friendly language within 
the terms of service and user guidelines.

EDUCATING 
CHILDREN,
PARENTS AND 
TEACHERS ABOUT 
CHILDREN’S
SAFETY 
AND THEIR 
RESPONSIBLE USE 
OF ICTS 

Content providers, online retailers and app developers can complement technical measures with 
educational and empowerment activities by taking the following actions:

violence – along with the corresponding parental controls that are available, how to report misuse and inappropriate or illegal content, and 
how reports will be handled.
In the interactive world this information should be provided in form of content labels for each programme.

Encourage adults, including parents and teachers, to be involved in children’s online content consumption, so that they can assist and guide 
children in the choice of content when they are making a purchase, as well as help establish rules of behaviour.

Provide rules of use in clear and accessible language that encourage children to be vigilant and responsible when they are navigating the Internet.

Build age-appropriate tools such as tutorials and help centres. Work with online/in-person prevention programmes and counselling clinics 
when appropriate. For example, if there is a risk of children becoming obsessively engaged with technology such as games, making it 

or counselling service.
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PROMOTING
DIGITAL 
TECHNOLOGY 
AS A MODE TO 
FURTHER CIVIC 
ENGAGEMENT

Content providers, online retailers and app developers can encourage and empower children by 
supporting their right to participation through the following actions:

Develop and/or offer a range of high-quality content that is age-appropriate. In addition to being attractive and usable, reliable and safe, 
such content can contribute to children’s physical, mental and social development by providing new opportunities to entertain and educate. 

service for creative purposes.

2.4. User-generated 
content, interactive and 
social media service 
providers
There was a time when the online 

world was dominated by adults, but 

it is now clear that children and ado-

lescents are major participants, on 

multiple platforms, in creating and 

sharing in the explosion of user-gen-

erated content. 

Table 5 which has been adapted from 

the rules applied by one of the largest 

social network provides guidance for 

user-generated content, interactive 

and social media service providers on 

policies and actions they can take to 

enhance child online protection and 

participation.  
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TABLE 5. COP CHECKLIST FOR USER-GENERATED CONTENT, 
INTERACTIVE AND SOCIAL MEDIA SERVICE PROVIDERS

INTEGRATING 
CHILD RIGHTS 
CONSIDERATIONS 
INTO ALL 
APPROPRIATE 
CORPORATE POLICIES 
AND MANAGEMENT 
PROCESSES

User-generated content, interactive and social media service providers can identify, prevent and mitigate the adverse 
impacts of ICTs on children’s rights, and identify opportunities to support the advancement of children’s rights.

Refer to the general guidelines in table 1.

DEVELOPING
STANDARD 
PROCESSES TO 
HANDLE CHILD 
SEXUAL ABUSE 
MATERIAL

In collaboration with government, law enforcement, civil society and hotline organizations, user-generated content, interactive
and social media service providers can play a key role in combating child sexual abuse material by taking the following actions:

All sites should have procedures in place to provide immediate assistance to law enforcement during emergencies and for routine inquiries.

Specify that the business will collaborate fully with law enforcement investigations in the event that illegal content is reported or 

Work with internal functions such as customer care, fraud and security to ensure that the business can submit reports of suspected illegal 
content directly to law enforcement and hotlines. Ideally, this should be done in a way that does not expose front-line staff to the content 
and re-victimize the affected child/children. To address situations where staff may be exposed to abusive material, implement a policy or 
programme to support staff resiliency, safety and well-being. 

Use terms of service and conditions to prohibit illegal content and behaviour, highlighting that:
• illegal content, including child sexual abuse material, will not be tolerated;
• the company will collaborate fully with law enforcement investigations in the event that illegal content is reported or discovered. 

and destruction of the content. Include a list of all personnel responsible for handling the material in the documentation.

Adopt policies regarding ownership of user-generated content, including the option to remove user-created content at the user’s request. 
Remove content that violates the provider’s policies and alert the user who has posted it about the violation.

Indicate that a user’s failure to comply with policies for acceptable use will have consequences, including:
• removal of content, suspension or closure of their account;
• revoking a user’s ability to share particular types of content or use certain features;
• referring issues to law enforcement.
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DEVELOPING
STANDARD 
PROCESSES TO 
HANDLE CHILD 
SEXUAL ABUSE 
MATERIAL 
(CONT’D)

Promote reporting mechanisms for child sexual abuse material or any other illegal content and make sure that customers know how to 
make a report if they discover such content.

Build systems and provide trained staff to assess issues on a case-by-case basis and take appropriate action. Establish comprehensive 
and well-resourced user-support operation teams. Ideally, these teams would be trained to handle different types of incidents in order to 

incident, it will be routed to appropriate staff. 

Have processes in place to immediately remove or block access to child sexual abuse material – including notice and takedown processes to 

robust notice and takedown processes in place. If legislation allows the material can be kept for evidence of a crime in case of investigations.

Develop technical systems that can detect known illegal content and can prevent it from being uploaded, including to private groups, or 

If the application or service allows customers to upload and store photographs on servers that are owned or operated by the company,
have processes and tools in place to identify images that are most likely to contain child sexual abuse material. Consider proactive 

CREATING A 
SAFER AND AGE-
APPROPRIATE 
ONLINE
ENVIRONMENT

User-generated content, interactive and social media service providers can help create a safer, more 
enjoyable digital environment for children of diverse ages by taking the following actions:

• the nature of the service and what is expected of its users;
• what is and is not acceptable in terms of harmful content, behaviours, language as well as prohibiting illegal usage;
• consequences of any breach, for example, reporting to law enforcement and suspension of the user’s account.

and in a timely manner as different actions are taken on the site.

Make it easy for customers to report concerns about misuse to customer care, with standard and accessible processes in place to deal with 
different concerns – for example, if a customer is receiving unwanted communications (spam, bullying) or has seen inappropriate content.

Provide age-appropriate content sharing and visibility settings. For example, make privacy and visibility settings for children more 
restrictive than the settings for adults by default.

using known international standards for the development of such tools. Take steps to identify and remove underage users who have 
misrepresented their age to gain access. 

If they are not already in place, set up appropriate sign-on processes to determine whether users are old enough to access the content 
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CREATING A 
SAFER AND AGE-
APPROPRIATE 
ONLINE
ENVIRONMENT
(CONT’D)

Protect younger users from uninvited communication, and ensure that privacy and information-collection guidelines are in place. 

Find ways to review hosted images and videos, and delete inappropriate ones when found. Tools such as hash scanning of known 
images and image recognition software are available to assist with this. Photos and videos can be pre-checked to make sure that children 
do not publish sensitive personal information about themselves or others.

A number of measures may be used to control access to user-generated content and protect children online against inappropriate or 
illegal content. Make sure that secure passwords are used as a step towards protecting children in gaming and other social media 
settings. Other techniques include:

• giving parents the ability to control who contacts their children;
•

found to violate the terms of use;
• developing tools that actively to seek and remove content that is illegal/in breach of the company’s terms of condition and service, as 

well as tools to prevent uploading of known illegal content to the site;
• pre-moderating message boards with a team of specialized children’s moderators who screen for content that is in contradiction to 

users, as well as users in distress; 
•

Be responsible for reviewing commercial content, including in forums, social networks and gaming sites. Implement appropriate standards 
and rules to protect children from age-inappropriate advertising, and establish clear limits for online advertising to children.

EDUCATING 
CHILDREN, PARENTS 
AND TEACHERS 
ABOUT CHILDREN’S 
SAFETY AND THEIR 
RESPONSIBLE USE 
OF ICTS

User-generated content, interactive and social media service providers can complement technical 
measures with educational and empowerment activities by taking the following actions:

Create a section dedicated to safety tips, articles, features and dialogue about digital citizenship, as well as links to useful content from 
third-party experts. Safety advice should be easily spotted and provided in easy-to-understand language. Platform providers are also 
encouraged to have a uniform navigation interface across different devices, such as computers, tablets or mobile phones.

Offer parents clear information about the types of content and services available – including, for example, an explanation of social 
networking sites and location-based services; how the Internet is accessed via mobile devices; and the options available for parents to 
apply controls.

what services are age restricted, along with other ways to behave safely and responsibly when using interactive services. 

Establish a ‘trust and reputation’-based system to encourage good behaviour and enable peers to teach best practices to each other by 
example. Promote the importance of social reporting, which allows people to reach out to other users or trusted friends to help resolve a 

Provide advice and reminders about the nature of a given service or content and how to enjoy it safely. Build community guidelines into 
interactive services, for example, with safety pop-ups that remind users of appropriate and safe behaviour such as not giving out their 
contact details.
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2.5. National and public 
service broadcasting
Children and young people are a 

significant audience for content de-

veloped by broadcasting services, 

which is increasingly accessible 

online. National and public service 

broadcasters are working to offer 

the same level of security for online 

viewing that is applied to television 

and radio.

Table 6 provides guidance for national 

and public service broadcasters on 

policies and actions they can take to 

enhance child online protection and 

participation.

PROMOTE DIGITAL 
TECHNOLOGY AS A 
MODE TO FURTHER 
CIVIC ENGAGEMENT

User-generated content, interactive and social media service providers can encourage and empower 
children by supporting their right to participation.

Refer to the general guidelines in table 1.



TABLE 6. COP CHECKLIST FOR NATIONAL AND 
PUBLIC SERVICE BROADCASTING

INTEGRATING 
CHILD RIGHTS 
CONSIDERATIONS 
INTO ALL 
APPROPRIATE 
CORPORATE 
POLICIES AND 
MANAGEMENT
PROCESSES

National and public service broadcasters can identify, prevent and mitigate the adverse impacts of ICTs on 
children’s rights, and identify opportunities to support the advancement of children’s rights by taking the 
following actions:

Develop policies that safeguard the welfare of children who contribute content online, in accordance with licensing agreements to consider the 
physical/emotional welfare and dignity of people under 18 who are involved in programmes (irrespective of consent that might have been given 
by a parent or other adult).

Nominate a child protection policy manager or other designated person who can be contacted in relation to child online protection issues. If a 
child is at risk of harm, the child protection policy manager should immediately alert the appropriate authorities.

DEVELOPING
STANDARD 
PROCESSES FOR 
HANDLING CHILD 
SEXUAL ABUSE 
MATERIAL

In collaboration with government, law enforcement, civil society and hotline organizations, national and 
public service broadcasters have a key role to play in combating child sexual abuse material by taking the 
following actions:

In cases of child sexual abuse material, staff should contact the executive management team that is responsible for reporting it to the 
appropriate authorities. In addition:

• alert national law enforcement agencies immediately;
• alert their manager and report the material to the child protection policy manager;
• contact the internal investigation service by phone or email with details of the incident and to ask for advice;
• wait for advice from the relevant agency before deleting the material, saving it to a shared space or forwarding it.

If the material is uploaded on a non-broadcaster space, it should be reported directly to an organization specialized in Internet safety that 

illegal online content.

Implement a swift and robust escalation strategy if, for example, child sexual abuse material is posted or illegal conduct is suspected. Towards 
this end:

• offer users a simple, easily accessible method of alerting the broadcaster to breaches of any rules of the online community;
• remove content that breaks the rules; 
• take special care to mitigate risk around content, contact and conduct when running interactive online spaces designed to appeal to 

children;
• before uploading broadcaster material onto a social networking site, be aware of the site’s terms and conditions. Be sensitive to minimum 

age requirements on different social networking sites. 
The terms and conditions of each online space should also include clear mechanisms of reaction to infringements of such rules. Before 
uploading broadcaster material onto a social networking site, be aware of the site’s terms and conditions. 
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CREATING A 
SAFER AND AGE-
APPROPRIATE 
ONLINE
ENVIRONMENT

National and public service broadcasters can help create a safer, more enjoyable digital environment for 
children of diverse ages by taking the following actions:

Ensure that website moderators and hosts are prepared to remove content that breaks the site’s ‘house rules’. Hosts can improve the user 
experience for children by encouraging positive behaviour and defusing disputes before they get out of hand.

Ensure pre-moderation of interactive spaces designed for children; active hosting can encourage an atmosphere where bullying and 
harassment are not acceptable. Unacceptable behaviour includes:

•
•
• sending chain messages and attachments with harmful intent;
• hacking into someone’s account to send offensive messages to others.

Take special precaution with staff members or collaborators who work with children – including anyone moderating a public electronic 
interactive communication service that is likely to be used wholly or mainly by children. These roles could require a preliminary criminal records 
check with police authorities.

present content that is suitable for a young audience; if in doubt, the national authorities in charge of child protection may be consulted.

Provide clear and factual content labelling. Be mindful that users can arrive at inappropriate content by following links on third-party sites that 
bypass the broadcaster home page or other contextualizing pages. 

Refer any incident of suspected grooming promptly to the online or interactive executive management team that is responsible for reporting it to 
the appropriate authorities: 

• make sure that a team member is available by phone when online interactive services are aimed to a young audience – the number should 
also be accessible via the broadcaster’s switchboard;

• establish common email addresses linked to the function (not the names) of team members to automatically alert those on duty of 
incidents;

• when a content producer refers a report of suspected grooming to the interactive executive management team, she or he should also 
report it to the nominated child protection policy manager;

• make it possible for users of the broadcaster’s site to report suspected grooming incidents directly to authorities.

Prioritize the safety and well-being of the child at all times. Always act within professional boundaries and ensure all contact with children 
is essential to the programme, event, activity or project. Never take sole responsibility for a child; if a child needs care, alert the parent or 

protection contact at the broadcaster.



EDUCATING 
CHILDREN,
PARENTS AND 
TEACHERS ABOUT 
CHILDREN’S
SAFETY 
AND THEIR 
RESPONSIBLE
USE OF ICTS

National and public service broadcasters can complement technical measures with educational and 
empowerment activities by taking the following actions:

Make safety information, including advice links, prominent, easily accessible and clear when online content is likely to appeal to a high 
proportion of children.

Offer a parental guidance tool, such as a ‘lock’ for control of content that can be accessed through a particular browser. 

in broadcasters’ content requires careful consideration and will vary according to the context. Obtain children’s informed consent when featuring 
them, wherever possible, and respect any refusal to take part.

PROMOTING
DIGITAL 
TECHNOLOGY 
AS A MODE TO 
FURTHER CIVIC 
ENGAGEMENT

National and public service broadcasters can encourage and empower children by supporting their right 
to participation.

Provide children with challenging, educational, enjoyable and interesting content that helps them make sense of the world in which they live. 

Refer to the general guidelines in table 1.



2.6. Hardware 
manufacturers,
operating system  
developers and app 
stores
Children today are accessing the In-

ternet through an array of electronic 

devices, from laptops to tablets to cell 

phones and beyond. Hardware manu-

facturers can provide built-in technical 

mechanisms along with educational 

and empowerment activities in order 

to promote a safer online environment 

for children.

Table 7 provides guidance for hard-

ware manufacturers, operating sys-

tem developers and app stores on 

policies and actions they can take to 

enhance child online protection and 

participation. 



INTEGRATING 
CHILD RIGHTS 
CONSIDERATIONS 
INTO ALL 
APPROPRIATE 
CORPORATE 
POLICIES AND 
MANAGEMENT
PROCESSES

Hardware manufacturers, operating system developers and app stores can identify, prevent and 
mitigate the adverse impacts of ICTs on children’s rights, and identify opportunities to support the 
advancement of children’s rights.

Refer to the general guidelines in table 1.

DEVELOPING
STANDARD 
PROCESSES TO 
HANDLE CHILD 
SEXUAL ABUSE 
MATERIAL

In collaboration with government, law enforcement, civil society and hotline organizations, hardware 
manufacturers, operating system developers and app stores can play a key role in combating child 
sexual abuse content by taking the following actions:

Refer to the general guidelines in table 1 

CREATING A 
SAFER AND AGE-
APPROPRIATE 
ONLINE
ENVIRONMENT

Hardware manufacturers, operating system developers and app stores can help create a safer, more 
enjoyable digital environment for children of diverse ages by taking the following actions:
Use terms and conditions to draw users’ attention to content in the company’s online services, such as app stores, that might not be 
appropriate for all ages, whether originating from the manufacturer or from a third party. The terms and conditions should also include clear 
mechanisms for reporting and dealing with infringements of such rules.

Offer easy-to-use parental control options that allow parents to restrict the services and content children can access when using electronic 
devices. These restrictions can include Internet access, access to social media, application/game purchase and installation, and use of 
location services.

TABLE 7. COP CHECKLIST FOR HARDWARE MANUFACTURERS, 
OPERATING SYSTEM DEVELOPERS AND APP STORES



EDUCATING 
CHILDREN,
PARENTS AND 
TEACHERS ABOUT 
CHILDREN’S
SAFETY AND THEIR 
RESPONSIBLE USE 
OF ICTS

Hardware manufacturers, operating system developers and app stores can complement technical 
measures with educational and empowerment activities by taking the following actions:

Support customers by making guidelines available for family online safety, encouraging parents and caregivers to:
• become familiar with products and services children are using;
• ensure moderate use of electronic devices by children as part of a healthy and balanced lifestyle;
• pay close attention to children’s behaviour in order to identify changes that could indicate cyberbullying or harassment.

PROMOTING
DIGITAL 
TECHNOLOGY 
AS A MODE TO 
FURTHER CIVIC 
ENGAGEMENT

Hardware manufacturers, operating system developers and app stores can encourage and empower 
children by supporting their right to participation.

Refer to the general guidelines in table 1.
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