Al

PRISM



100,000

/PRISM
n loT
n
n 3D
n
R
n
EIR
PRISM 3D
n PRISM
1
PRISM
n
n
n
120
]
84
20




loT

(Before)




2D 3D ToF

5,310
ToF

5mm

3D

3D




70mm 40mm °
50mm 40mm
0.5mm 1mm 2 5mm
30mm  13mm 2mm 4 20 mm
10mm
5mm 1 13m 08 12m 15 5m
4 /1M 6.9M 28k 1.7M
points/sec points/sec points/sec
180 psec 360 psec 590 nsec ToF
35 psec
2D 3D
ToF 3
3D BU
5,310 RB2N

F A= I OB @J {?' @ ) Damage Code
— ) Bent BT
— i i Tom
[ iﬂggm J [ Ty ] [EDE;; :;2] [_—ifjt_f@:: Broken BR
’ Bulged BU
Corroded Cco
Cracked CK
Cut cu
5










EIR
3D
ToF D
2D
TOS
ToF EIR

SDET RIS 7 BFRETOFS A & —

3DEHIFA ..
2DEHAIRA o~z
oDStHIES L Y

& e
[ ~—a Bea. |
h-._

mg wwg |

—

7,
'\l mEREE |

ToFZ-15 —

BiRFEEFALEL
HA—SFIVISAFA
H—)(—
- 3I0—#
AR — _
Aroem | | 22
HmERTEm
. (EIR}
= *‘*?‘g“‘?'
EIR.
mut=5—c EEEET - YEEEE
LREETIRE






% S 5aE o e i O F FAHE X
2E Eﬁﬁwﬁ#ﬂ:&lﬁ EFEﬁ*U%4 1R €

i

ERMRFEAERELRKRT OS5 L (PRISH)
AT H i R 2K
THTEERR

SM2%7 8
]




BE TS

T

m 4 ZBOHLED
= %EEE

= AR

SRaIC

| PRISMT%%?%EEH :
ERST

HF—v0eHE :

L EE

BERMRERMOSELICE Y., BFICET3EEABAMLTO
MERREREEZFER - RET 3, £/, BRETOSREL (&
B [ hEsR B JOBE

B JTHESR :

BEL TE->THY., Al BRROFAICK Y. SHAAE R OHEEDHAF,
[géiﬂ

-]

=:hA

7K#*8:400,000FH(B#H &)

THER-H
(=] I'-ll:l{t

BERE O EBELICET =T — 2 BiE

2020 X TICKAMNG BBEERRKRIN ZHIITH e L B IS,
g b CIERES

L =5
BYYERYy 72Y—N—DBE - FRICL Y, REAEELFBHORG EFREMOBGE 2R ICHEIREZEY . RED
EEMREMoEEL] (NI CTEEEXRFEONE)

TRY —ERFEAOFAAESFOHLK] [FERO=_—XIIEHE

BEREM DER~ DT HIEK,

Z9H) AT —2BHEET.

- =Eh

- = AR
=Ea
= A

ZEREEMIRZ 7y b7+ —LICEBF—T L/ "= a3 Y DRE

HIT LA TEIRIEOER] IC& V., REICK3RGARFOMERARKEZTEI/BFINDS =D, PRISMTEET 3.

B REEELIODOT—2RMHEE L. FPINEET — 20—k,

N ERBEORLEEEL, BRELHREERT L L LI, WS
1 KREARMARIREFRRUNRE

W SEESA

REARBALHERT 3,

BERIREINTOEAAHLBER T ICKEICHBRIATES Y F Ry 7 A —~"—%2BEL. ABRT S,

nEM] [TBEHICERKNZ
MIREMONEFRASTF2ILKT 5.

=Ea
= AR

DKL BT,

B BRI 2RO, BEFINARET -2 ONEL2EILT 5,

B ZERETERRKINZEERFORMEN/BHRICHAESIRE (=Y FRy X4 —1—) ZREAEFHFTERNISER,

HIRE i 2 BREEFORMEHLVBRICHE IR (=YY F Ry 7RY—n"—) Z2BEL - RIS LT, KEH




A/E2 [SEEEEBEREHEONAGEABREROSECRURENEREE OHNE

ONRHEZE* D—REFET -2 POHEOEMAMLGRET S ZRIELFAFERIFOMKRI L &b, =—
ADHHEEDEMIZEFT 5.

OZEEEFIMREMZEEEFORMENBRICEAEDRE (=Y PRy I A —1\—) Z1EE - FAK

$5CET, RHMERREREEFERY 2, T o it R, IS IO oI
TRAUBED FRAVHEED MEME [SEEEEMREMOEEL)
BREMOEBELICAT-T—2%8E | | BEESTFERRISvMIr—LIZES (NCTESaX TGO
(H312EFE 3 5B F) F =T IR DRt D B s
—EBNE AR DRI, EFSH ORI (H314EFE - 0.5(8 M) 5 anE s b

— TR TR O FfiEERAL. BEIFIR

FURRY S Y —/ \—EHE - B

~RESEA B OUALHREMOME ¢
ERBICHEHBEEEY, REOHEER
BEEHR R

YURRYIRY—N\—DRKICE DA —T oA/ "—2a % R#E

NICT H# T [> . ——ZXOHBHEEDEMIC
] +EIR e R L &Y. RMTORERE B
A=
A DR
—- —r BRATED
L EETAMR P REEA—4 8%
it I
L ==ERE T
B = S EEEEER % HRATEBLY
- EREMIER FURRYH R4 —/ i — 4opo
T A (BHIcEzHBRLF—1—) | $55 &
"BRPA \ ) :
APL. 7 ) —ar 0455305 - 42— x— X (Application Programming Interface)#&E D —&B E

ENBOT IV r—2a0 (VIO LT H—ER)DSEHEIZFIATESLSICT B,



A/H3 = AR 2 T O F R H A BHER $2 if 0 | B (L B U R 7 A (2 100 BiR: & RIRR

ORMBTENLDT—ARIBHZZIT, EFfNKET —42 %@t T5E 412, EFROFEEIZEMLIETS DL
DRILEHILGE, 74 VEVEZEOH12AEEBIZMA,. ——XDHHEZEDEMIZEFT 5,
O YRRy RY—N—[Z&Y ., ERTEIZEZPAP I EHTOEREMOFERIFMHEIL,

FTHRFERR BROZRRR

REEEM DT — 2 EZ (. EFMNRET 2 £ift,. KFREIH AL
BN Y b, EFMGRET —2 OIE WHZES T, WESFOI20F XML LEDOHRRT —2 AN RELLNTT LEEFIRS
Ziattd %, ATLEXREICEHEEL, BRESH. EHIBILREL. BRSO R T LA HEIE,
S#. ZEEMREMOFEFRASFHLANARRAEND,

FRIEEITEBMLIZTS DILDRIL FHILEE. T4 EVEEEHI120EFEIM
. ) 4 5 Bk " A, Z—ADOHAHEEDEMIZEF,
g = PR AR 5%, ——XDHSEEERMELHRAARE BHLALETIELFSFE,
: bR : EBNEAOBEOS Eh/S—HES £S5 ITHY, RO /D FHEGED
L UEABm b, EEAEARGE T ORRI LA - BRAEDRAH,

o RRy o RY—N—I2 kY. ERIGRICEDAP | EETORREFOFERAM
S R FMEL. F—ToA /A= 3 Uk HREHEEREE SRR, T ALEIL
PRIz A ERRORMENANCEEY ALy TA . SHABREEOHRERT 0, [SEREAMRD VTR L
T % (E2H) ESELBE, Ho Fhy o RY——EEE LR ERBEOBEAD Y.,

PRISWESE DI T B, 4> KRy 4 Y — A— (A EMEhCBRMIER SN 5T E,

25
RiR

B
(=



HER B ORI AL KRB B EL R U RRFIE R E 1O R

OHY KRRy RY—N—IZ&Y ., REITEIZLZAP | fRATORREHOFERAINFMEIE,

OXTXHIZKDERFEITTHL, ZHRLEFREEOHFEZRI-H, Z2EBEFMRI VTR M
(52[E]) Z*6BE, 7TAT7a2VTANTIE, 2284 (FE1[E 1384F) DEENML SHEDEFEZTRE. S1E
fgn (PoC) O VTR MTIE, 23 (1@ 2244) OELHY. KEI A148 (L) ITEBERZEFEL. =
LESFSLILDICRBREEXIZE,

OF 1EDEHES (PoC) AVTFRITH, BWEENY Y FRY I RAY—N—ZFRALEEENMMELON, BFEX
EEREERICOVTIE., REITEINE R ZRETT,

OHFEDAFHUESH SHMNLIEE S 1T, HELSFDI20HFXFMULEDRT—2 RNV -FEIEMNTT L.
HWEDODEHHHFROATLEZXREICERELL, BHELNF. EMI2FELFTEL. BEFIRI X T LML,
OFRI0FEEIZEMLI=ZTSVILDRILEHILE, 74 VEVEEED12HEEICNMA., ——XDHHEE

DEMIZEF,

Nl C-T L7 7Y
— + B Q} 5 R R RO SEDRE B RTHLL
b E [OPAF7 T OstER (FT)-
4 EEEELR — A | BRHTES Y2 W) EHELT. B
T OB es IP EBEEA — X —ihk BARBEOCHREAEELES
- M BFRATEBL Y
) §E§§§%= A %iﬁﬁtgﬂéﬂ g
4 T By
(B 2 BE LY —/3—)

Z—RDHBHEFEDBINCEY,

RETcoNERZ —BRE
PRISMJEERE CREEL /=Y >V FiRy 7 AP —/"— 2D\ TIZ.
TR, REFAETEENIERINS FIE,



AH5 [SEEEEBEREHRONRALABREROSECRUVREAEHEE ORMASOEM

RUHOOER

EHRORFHRERM, BBHEIHFOEREOARARZRELMRBERLEZREITSHLEBIC. REXICLDIRALETTELC, SHGHR
HEOHRZRY - ZEFEFMRA TR (F2H) ZHE,

THTEELSHRAH THTFEREA

O EEEEMREMZEERFORMENBHICHE SRE (=02 F ORERICEDHBLEITTEL, EHRLHREEOHRERI =0, [£5

=R =]

Ry P RHY—nN—) EBE-FRT ST, REARFARKEEZFH EEEMRa TR (B2@) ZH#E. Y2 PRy I XY —N—%F
ERGR RLEEAER2GEDOEELNH Y,
QRN ZHhDIC, EFMBRET -2 OREERIET 5, QERADAFHERMT UM SHEZE S (T, HESFDI205Xx U LD

RT—FERVERBIENTET L. REOBBHHR S X T LEKIEICEHE
Eit. BBELF. EMIFLREL. BFPIRI X T LRI,

REEEN DT —ARMZBEL. EFMKRET 22— BRILTSHLLEBIT. Z—XDOHLEEE. BREELMRAAELLLILANILET
BIZLEIFHFE, Ffz. Y2 RRY Y XY —/—[FPRISMERLR T LI, REEARTEEMIERINSFE,

SHTEELTRiAH SHNTEERE

ORELEL>OT—2RHEZBE L. FPINRET —2 0—[E#I(t, ORMEELILOT—2EHEEL,. EFINEET —20—EELTHI LT,
ERMRRMONERITF 2K,

QOWFRBEENELZXEL. SHRELMRERETI L LIS, HEEFOLEKXD Q5BIB=—X0HZEEL. REELHRVAIELLILRILETIELITEF
BiEY, Eo ChicEY, EBABAOBEDNS 2AN—HEDI LS ICHY, #HAEHS
CHELETEEY S [EE0E| OHICHEST L LHIT, RO 1Y
v FiszEfb e LEhighs o, EEABRARTE T ORRICHIEKX - ERAE

CRAH,

QO ERTFHREM 2 EERFORMENHRICHEZIRE (=Y FRyIx QZERTFBREM 2 ZELXFORMEN/BHICHEIRE (=Y FRyI X
Y—n—) ZREEHTEHENISER, #—s3—) #, PRISMIESRIE TLIE, RRMEFTCARNICERASNSFE, Th
&Y, RERETTHELSPMREOERRCBEANDS / R— a % RET S

REBHFEW, =7 YA/ R=2 a3 v OREICEIRT 2 RiAH,



Al

Al

PRISM







200,000
/PRISM

N PRISMTEEd dIEH :

PRISM

N T—XOLRE :
2019 2019

n
. : Web

o EAML-BRACERME | AEMONT DY -S 7 O, F2ld, ST I RMAHOBERZITI, Fo. \=-RUI7 O/ DEE - 525

n

n : DHITERERERTE BAFTAFEKEBCHENT. AMFE. Ha0RME. 511911
‘AER . (AFE) 70 40




AI

Al Eﬁﬂﬁﬁ*bﬁ!ﬁl&ﬂiﬂd
—ﬁﬂl X )-I_,.,.._l
920 R e e e e )
N SIP
SIP loT o loT
SIP SIP
SIP :

PRISM : A 1E

L. >

10%




n 20% 5%

Trust-HUB
TPR85%

TNR95% 15% 5%

Al/ Al .
e loT FPGA FPGA 12

Al/ . 0.1mwW

1kHz

Al

HDL Hardware Description Language



Al/
1)
Trust-HUB
| 11
@) @1z
loT 6 FPGA 3
TPR True Positive Rate  84% TNR True Negative Rate 95%
16
Verilog-HDL
T — - —
11 200-100-50 2
1
1%}
1%}
Al/
(1) Q)
2 (2) Al
) )
N g s (ke 22005.526)
= I B : 92TV 1kHz, +0.1mW
I 5kHz, +0.01mw
5kHz
1} = :llJ Passive probe
R —
(K:ysvgm CXllO;A) Target device
Al
s Al FPGA FPGA
i LUT 15,000 LUT
1
E IC
1000
IC IC




n 1 1.1
. 15 70
. PC FPGA 40
70
ANER : B#14 1
&5t : 70
40
ANER : PC4 1 2  FPGA 14
&5t : 40
n

5 =TNR95 TNR95% TPR85%
20 =TPR80
Al

Al
(1) )

ISO/IEC JTC 1/SC 27/WG3 ISO/IEC SC27 (2020
4 ) WG3
SP






200,000

/PRISM
N
N Al
ISAC
Nn PRISM
loT
PRISM
N
2019 2019
SIP
N
N JPCERT/CC ISAC ICT-1SAC,
ISAC ISAC
N
. SIEM 9







AHEIR

=2n o
=i

(=}

HEBHHS

91.2

CVE Common Vulnerabilities and Exposures

95%

Isolation Forest

200 97.5%

87%
100

11




ZIER T EEN0I AT RO IR

1 iR TR R T T ]
8 -8 ._T...
2824 2898
el il
Tik) = Db
1 EREfva 4 A - Sa T LRE
L= 1
[-1 rT]
883 I ) )
o et H e naa
o % -
D0 e u-:r:_'pn "“| il

2SR T HRE M)

Teunami

i \] SeadedLOWLE N T

Boruta

SeededLDA

== BMRILCEDD
- FM@EDLD H

Isolation Forest

Al/

N
S | EL
B TUF LA SeadedlDa
<oy WEOEEEOE L .', BEATTLOEN
= — S
7 T-AD s, | 2 )
R -
L A e o-
loT Industiryl=MT &4 hid BH - -
A D
D
Z
Cc2
C Z

<faml versions="1.97 froeg lnujw-lml.M t=
"hEtp s hemas  wml soap. or £ S0ap) ene 1ope)

upngeoeg  SarvLce ANFPPCoanc T Lon 117

cHewStatus AL ${ bdn/buiybox wget-§

203, ]0f. J113[. J119 -1 fempfkhor o
¢ fOaifm M.lpa; fhiafbeySoxctmodFIT 7 N

PTE TR

[(EermomE~-F-g:2= |

/' tesplih; ftepfih[T3E]) M,

4 MM ht at ekl > cNewlllcwn 1cad AL » N
§iecha [:Il]m] '-
1 \

—
| ELETYL TP r,:--.r-'_-."!.-]|

12




n EfINSOEHEE : 16T 1 {EMAHES
13 50
50
7 3 3 7 3 3
GPU 1 GPU 1
CPU / 2 CPU / 2
2 2
Laptop PC 6 Laptop PC 6
1 1
1 1
1 1
n
u
u
d JPCERT/CC ISAC ICT-1SAC, ISAC
ISAC
u ISAC
91.2 TrustCom’19
(31 ) 80%
Web
875
87.4%

ICONIP'19 13



	AI領域⑨【国交】港湾デ【様式】令和元年度PRISM成果報告_20200731r3
	港湾関連データ連携基盤展開を踏まえた生産性革命
	スライド番号 2
	スライド番号 3
	スライド番号 4
	スライド番号 5
	スライド番号 6
	スライド番号 7
	スライド番号 8
	スライド番号 9

	AI領域⑩【総務】多言語【様式】令和元年度PRISM成果報告_20200731r3_s
	多言語音声翻訳技術の利用拡大�翻訳技術の高度化及び民間利活用促進
	スライド番号 2
	スライド番号 3
	スライド番号 4
	スライド番号 5
	スライド番号 6

	AI領域⑪【総務】セキュ【様式】令和元年度PRISM成果報告_20200731r3
	サイバーセキュリティ対策の高度化�AIを活用したサイバー攻撃対策技術の開発
	スライド番号 2
	スライド番号 3
	スライド番号 4
	スライド番号 5
	スライド番号 6
	スライド番号 7
	サイバー攻撃ハイブリッド高速分析�プラットフォームの研究開発
	スライド番号 9
	スライド番号 10
	スライド番号 11
	スライド番号 12
	スライド番号 13


