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Xk [E OSTP (The White House Office of

Science and Technology Policy) [FFE43 &5z, SHREGIMOMERAERL L RERT

DDNVAYE, BENETES (FEHEVAY)ER AU ERETROTET. MMM EDRA. Bk

DL RLT=, IL—ILEREWVST-, EEIRERE O BB DA &
\  [CERTAEEERTAL. FIAERD LB

OSTPIE. —EDEANCHEBMAN . 10T )T1 BEE GERIRY)ESIERITEL-,
DERRAZRL., ARMABEICIRIFLZELTNDS | L - -
L. 2D RHELTRDISDYRIEE -, Distorted decisions about appropriate use of

taxpayer funds
Risks to the Integrity of the Research Enterprise « Hidden transfers of information, know-how, data,
 Violations of responsible and ethical conduct of and time
research

» Diversion of proprietary information and pre-
 Actions that undermine peer review and grant publication data to foreign entities
award processes

» Loss of Federal research funding, or need to
Risk to National Security replace key personnel

+ Hidden diversions of research and/or resources « Damage to the reputation of research institutions
that threaten U.S. leadership in emerging science and researchers
and technology

» Reputational, career, and financial detriment to
Risk to Economic Security individuals

+ Hidden diversions of research and/or resources « Loss of taxpayer and public trust in the research
that weaken the innovation base and threaten enterprise
economic competitiveness

The White House Office of Science and Technology Policy, Enhancing the Security and Integrity of America’s Research
Enterprise, 2020 p9,11
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Z M UFIT (University Foreign Interference
Taskforce) (&, HAFSAUICEVWTERI DY mcase STUDY 2m
AVERTT HIDYIS, RD2ODr—ARS An Australian university was referred by Australian

T1ZBLTRENGZIROZHRALT=, State Government officials seeking to encourage
economic investment to a foreign venture capital
BMCASE STUDY 18 fund (the VC fund) as the potential funder of
An Australian university was approached by an planned campus development works. The name of
intermediary to join a research commercialisation  the fund and the location of meetings implied that
collaboration with a foreign entity. The entity the VC fund was controlled by a prestigious
described itself as a civilian and commercially- international university (the foreign university). (5
oriented organisation for engineers (the professionalfi&)
organisation). () The results of the enhanced due diligence
The results of the enhanced due diligence inquiries showed that:
Inquiries showed that:  the corporate structure, multiple aliases and
« the professional organisation was publicly address of the VC fund could not be categorically
endorsed by a scientist who was decorated for ascertained through publicly available sources;
his contribution to advanced weapons systems in  and
the foreign nation; » the VC fund may have been controlled by a
» each of the leaders of the professional foreign government research institute which
organisation simultaneously held roles in the purports to focus on the integration of civil and
foreign nation’s defence/ military technology military technology.
industries; and
* several of those leaders held roles in an entity University Foreign Interference Taskforce, GUIDELINES TO
involved in the development of nuclear weapons  COUNTER FOREIGN INTERFERENCE IN THE
for the foreign nation. AUSTRALIAN UNIVERSITY SECTOR, Department of

Education, Australia, 2019
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ZEEUUK (Universities UK) Tl&. YRO%I &
Fa)T1BR DG (security-related

issues) |ERIRL . 2212 KBITESELTLVS,

security-related issues: the term ‘security-related’ is
an umbrella term that describes a broad range of
issues and risks that are associated with
internationalisation. The security-related risks
referred to in these guidelines can be broadly
grouped into two categories:

« attempts by overseas/hostile/external actors or
those acting on their behalf to illegitimately
acquire academic research and expertise;

» and/or interfere with academic discourse.

[t TR & D RRE (security-related
issues) IZVARIAVITELRN LK, BRR
ERECEREERIFTELTVS,

Failure to manage security-related risks may result
in serious consequences — financial, legal, and

[t T 1BE{R DR RE (security-related
issues) ] ZEAEMIZRDKLSIZEBBELTLNS,

Non-compliance with relevant legislation and
requlations, and contractual arrangements,
including export controls, the Academic Technology
Approval Scheme (ATAS) and General Data
Protection Regulation (GDPR), may expose you,
your institution or individuals within your institution
to criminal charges or litigation. (H1#&)

This may render your institution unable to attract
future funding or realise the commercial or financial
benefits of innovation because research, data or
other materials have been stolen, compromised or
used in contravention of national and international
agreements. (FPR&)

Reputational damage may result from the improper
management of security-related risks and affect

reputational. In some cases, consequences may be your institution’s ability to maintain high-quality

felt beyond your institution and affect the national
security and prosperity of the UK.

provision and attract and/or retain funding, students,
staff and accreditation.

Universities UK, Managing risks in Internationalisation: Security related issues, 2020 p3,15-16
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« EARFEDOHARSAUTIH. FETADRTHRHIZ, BE. HEA RUERANBETRETAIEESNT
LD,

IFELLEULVFER 174 (QRP., Questionable Research Practice) 3

+ BEHENTAEGHRITAIE BE ASABLVERETTREL BECHAERELINCOHARFELDRHE
2. W SIMFELLLGVHAERTHIEFENDLDLH D,

HERFEDERRIEICHESIVRIDHD— R AT TEIFEBICDOWT, E R BIRGEITHT HERIIE
EDOWHEAFLE. FIRBERIIFELLGVDHARITALESINDEETLH LS

HREFETAPHFELLLGOVRARITAOISIE., HRFHOEFLISHSIVRIDERIRENHAFIND

1 BIAIE. XERFATHARERICSFERETANDRIEFICBEHT H5HARES121(20144)

2[EE

3 EAREMRESIHZORBELGERO-OICIHEZESHE HEZORELGRROI-HIC—HELGREFZEDIDF—1(201558)p.53.
https://www.jsps.go.jp/j-kousei/data/rinri.pdf (2020510 A 26 H 7 7t X)

4 FAMERI BRNEMBELEANDEBMTEESBESIN ARLXES VRO ILRIO RYNT—0F9IFTOURODLIEZ KOME
5 I EGIELE (20174) pp.15-16. https://www.amed.go.jp/content/000026051.pdf (202010526 B 7Vt R)
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