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FATHE XEA AT
2021.1.14 National Security Presidential Memorandum — 33 (NSPM-33) RIT A FD A
( Presidential Memorandum on United States Government- | ( ks Z > 7 Hi K
Supported Research and Development National Security Policy) | #fERE)
2021.1.19 Recommended Practices for Strengthening the Security and Subcommittee
on Research
Integrity of America’s Science and Technology Research | Security, dJoint
. Committee  on
Enterprise the Research
<https://trumpwhitehouse.archives.gov/wp-content/uploads/2021/01/NSTC- Env.lronmen.t,
National Science
Research-Security-Best-Practices-Jan2021.pdf> & Technology
Council
2021.8.10 Clear Rules for Research Security and Researcher Responsibility | Dr. Eric Lander
<https://www.whitehouse.gov/ostp/news-updates/2021/08/10/clear-rules-for- (President’s
research-security-and-researcher-responsibility/> Science Advisor
and Director of
the OSTP)
2022.1.4 Guidance for Implementing National Security Presidential | 57 A k17 R
Memorandum 33 (NSPM-33).
<https://www.whitehouse.gov/wp-content/uploads/2022/01/010422-
NSPM-33-Implementation-Guidance.pdf>
2022.8.31 An Update on Research Security: Streamlining Disclosure | Morgan Dwyer
Standards to Enhance Clarity, Transparency, and Equity - (OSTP)
<https://www.whitehouse.gov/ostp/mews-updates/2022/08/31/an-update- OSTP 7 1
on-research-securitystreamlining-disclosure-standards-to-enhance-
clarity-transparency-and-equity/>

Hilh: 2273 —FK%EY =744 k. "Academic Integrity and Undue Foreign Interference”
<https://doresearch.stanford.edu/topics/academic-integrity-and-undue-foreign-
interference#Policies_&_Resources>7 125D X {ERK,
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FHENS ORHEEZRIFT 22D OETHY —F v I I V—T%
RETHZ L, &KTHT I — AR 2B RS A%
B9 52 LEEHIE,

2021.1 2021 4EREFEPLIHERYE (FY 2021 National Defense Authorization | K[E#S
Act (NDAA)) %5 223 52 CHIRIRERE O EMBATRIC DWW THUE

2022.8 CHIPS and Science Act 2022 B NEEES
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211 A T 7V T 4 OFERICET 22K &3k

AKE7 v a T, 2021 FE8E CTOHEIX & LT, (a) NSPM-33 (2021 4= 1 H). (b)
Recommended Practices (2021 4= 1 H) . (c) 2021 EEERL#2HEE (2021 45 1 H) D% 223
Z. (d) NSPM-33 Efii/ 1 # > A (202241 A) IZOW AT 5, ®IZ, 2022 FEED
B & L. (a) CHIPS and Science Act (202248 H). (b) OSTP (Z & % ahikitA%
(202248 A) (0 K7 BT I —AREECKEOHME 2 (R#T 51 (202249 A) .
(d) “Safeguarding Science” Toolkit M¥EF (2022 411 H), (e) MEExF=V T 1 T s
FLDKRT 7 MAFK (202842 H) 2O\ THBIT %,

(1) 2021 FEEETOEREIE

(a) NSPM-33 (2021 41 B 14 B)

2021 4 1 J 14 Bz Sz DRIEBUF SR OMIIERIFE I B % [H 52 SRRk 1
DNWTOEZFLEERERKERE 33 5 (Presidential Memorandum on United States
Government-Supported Research and Development National Security Policy) VD%a5G1%. K
FEREIF L~L 0D 16 OEFRE T (MBE . (EEHHBHREE 2R<) ORBFICMA, 1TBEH TR
i (OMB) DR, Z OfEBFMNIAETT (BREIRGET. NASA, KEREVE) O HF7EeT
Z (NIH, A V=7 %% O, 52, FH#EDE (Director of National Intelligence

(EZE#®EE (DNI)). Director of CIA (F14fE# /7). Director of FBI GHEM##4)7)). The
Assistant to the President for National Security Affairs, & U CALFEY £ & & HY 45
Office of Science and Technology Policy (K#EFENEHHHNEIRE) OENEGEN S, HIZEER%
AT OERET & & bIT, HHERIHT 2R ERoTWD Z LR L E R D,

NSPM-33 @ Section 1 TIZZ OKMERFOHA L LT, DREBUS A SHEE T 2 0785

(R&D) %, AMNEBEUFOF SR BSF AT DITE 2R T2 D TH D) L L, K&k
R, i NRIEFEZ SO —EOAMEBUF L. BB FR R~ DA 2R L T 5
PR EITO IO Da R e URY ZEET D 7200, KEKOEBEAIZBH N -t ER b &
FIHLE S L L. 2hick o T, KE, 20RBE, ~— b F—2HPAEIC LT, B MOHEFH
FhxmbEsEL5ELT0D, ] LHBT 58,

16 AZFEHAIL 2022 FELIFEOB E 2P OISHET 2 2L &N TEY, 22 TO 2021 FFEETE,
2022 FEEELIE DXL H ARORFHEEICEE D <,

17 US Whitehouse. Presidential Memorandum on United States Government-Supported Research and
Development National Security Policy. Issued on: January 14, 2021. National Security Presidential
Memorandum — 33 <https://trumpwhitehouse.archives.gov/presidential-actions/presidential-
memorandum-united-states-government-supported-research-development-national-security-policy/>
18 “This memorandum directs action to strengthen protections of United States Government-
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Section 2 TiE, A FD 7T SOMFEOEFREL L TWD : DRENEREFE~DOSINE )

(“participants in the United States R&D enterprise”) . [KEBUNZIZAIEEI3E] (“United
States Government supported R&D”). [FIZ&MH/< | (“conflict of interest(s)”). [EHHH/X

(“conflict of commitment(s)”) . ESEUT X AMERH 7 1 77 &) (“foreign government-
sponsored talent recruitment program”) . HEISEFRE ] (“Federal personnel”), 74 /L
KRR A 11 (“digital persistent identifier”), Z D 9 B, KEMFIEBIFE FHE~OSME ] O
EFT THFFERE (INRFZERERE. JRNZRFJERERT . [T o 2 — - BFJERT. RMEZE. XUTEME
v & — - WF5epT) & EE R E S OR S KO 5-O 7 a RS INT 5% 19CTh D,

Section 3 (Roles and Responsibilities) 25 i3 KHHETED BLHZ2NETHY . Section 3
T, MZEE S 2R 2 AT ORFEIT D ERFENFIFE ST D, BORFHEITLLT
DEBYTHD,

£ 23 WMEEX=2VT 4 - AT T VT ARROTZDDEIRE T ~DEREH (NSPM-33,
7 ary)

MHFILERFHE GEFEITICRT 28R) . RIISHEFE (BRESZ 2T & 2k~ 3HE)
([CBEE, K- TRUIEFRICL DB O,

BB AN E SRS DA TEDORE - Ehi - W - FAE. HDOWVITESRMICKRE REEL
5.2 % KEFRRFBEFEOSIMEIZ3 LT, AKHHERED Section 4 (b) (Zih - 725 )
RERMOBAREFER L, WA SN SEIIELOHANCESE | FIRHKE OVEBHKOF
LI TEZISDTWVEIDEHERICHETEL L1245, 20

IR A Z TS, BENRFIRARSCEBEHN G020 T 1 LA v
TV T AT DY A7 2 RE LEHT L2005 7o A 2B UEHET L L
EHERICT DO, TOMBICH AT 5, 2

supported Research and Development (R&D) against foreign government interference and
exploitation.”

“Unfortunately, some foreign governments, including the People’s Republic of China, have not
demonstrated a reciprocal dedication to open scientific exchange, and seek to exploit open United
States and international research environments to circumvent the costs and risks of conducting
research, thereby increasing their economic and military competitiveness at the expense of the United
States, its allies, and its partners”

19 “researchers at academic research institutions, independent research institutes, medical centers
and institutes, private companies, and Federal Government research centers and laboratories, as well
as those who participate in the process of allocating and awarding Federal R&D funding”

20 “require that participants in the United States R&D enterprise who significantly influence the
design, conduct, reporting, reviewing, or funding of Federally-funded research disclose appropriate
information, consistent with Sec. 4(b) of this memorandum, that will enable reliable determinations of
whether and where conflicts of interest and commitment exist, consistent with applicable Federal
laws and regulations”

21 “cooperate with organizations receiving Federal funds to ensure that the organizations have
established and administer policies and processes to identify and manage risks to research security
and integrity, including potential conflicts of interest and commitment”

9
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MAES, HAEEX=2VT 4 AT T7IVTHACEREFRISTAEROHIETEY. &
WEADEEE2E (Inspector General) CIEHITIEES E 1 L. WA S B EFELEET D X
INCRHET D, 22

PIRERZIAT L TWReWEBWDH 5 HFIOFRAEIZB VT, LEIZS U THEBEOERE
FONEBITHEB & 04 %, 28

AR AH~DBRL., KEDOHERBEEED X2V T4 AT 7 VT 42BN TED
OTEB~DOBI G L, EELOBRMRBENHL L5 L, ThzdM+ s, 2

HirZLeREERE X, EL2aMRES (DHS) MNEBE &l L., KEOMIEHEFEIC
200 - ZE L&D & T 5B RPA MO RE OIMNENEN % [E R 2 2RE LD Y A
JIZOWTHENIBETZEENH D, BELZ2REREIX. BEXOUERR T 0 75
LDTZDITKENT R DIMNE AN D EIE R ANE L EZ SR LB 5, §®§é%?5 7=
DI, BHREROWEEICET 5 5H %4 DHS 2MrFF+ 5 2 & & BAEICH > THEFEIC
IBEMENDH D, B

EXEHREE (DND . KE ORI FEEOLRIREICEET L L 572, SNET 7 ¥ —
DEES). EB), BRZFELIHMET 27200 H 2 2 =7 « OB Z T 5, 26
BEEMBEFE (OSTP) EE X, KkEFRFHIN4# (National Science and Technology
Council: NSTC) #if U T, EHBFESIC L 2HARRELNARBEFOFHLDFHD
DEB L, M EX 2T I TV A7 2N DY R 7RIS T 2 EIBUF OFTHE)
(T 2B EED B2 O DREDOHZERKR CEWR~DOM & 22T 2HES 5.

22 “ydentify, in cooperation with agency Inspectors General and law enforcement agencies as
appropriate and as consistent with applicable law, disclosures that have the potential negatively to
impact research funding, security, or integrity”

23 “cooperate with agency Inspectors General and law enforcement, as appropriate, in investigation of
suspected instances of failure to comply with disclosure requirements”

24 “ensure the availability and application of appropriate and effective consequences for violations of
disclosure policies and for engagement in other activities that threaten the security and integrity of
the United States R&D enterprise.”

25 “The Secretary of Homeland Security is responsible for ensuring that DHS, in conjunction with the
Department of State, screens foreign individuals who are nonimmigrant students and exchange
visitors seeking to participate or participating in the United States R&D enterprise for national
security risks. The Secretary of Homeland Security is also responsible, consistent with applicable
law, for ensuring that DHS maintains information regarding foreign students and researchers to
protect national security while supporting lawful entry and stay of foreign individuals coming to the
United States for educational and cultural exchange programs.”

26 “The Director of National Intelligence (DNI) shall coordinate Intelligence Community efforts to
identify and assess the capabilities, activities, and intentions of foreign actors as they relate to the
security of the United States R&D enterprise.”

27 “The Director of the Office of Science and Technology Policy (OSTP), through the National Science
and Technology Council (NSTC), shall coordinate activities to protect Federally funded R&D from
foreign government interference, and outreach to the United States scientific and academic
communities to enhance awareness of risks to research security and Federal Government actions to
address these risks.”



Kk TG THFZ2 4 5 27U T ¢ (Research Integrity) (ZARDHE « 2981 (G543 H)
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30

28 “Enhance Awareness of Research Security Risks and Protections”

29 “in coordination with the DNI and heads of other agencies as appropriate, shall engage with the
United States R&D enterprise to enhance awareness of risks to research security and integrity and
policies and measures for mitigating these risks.”

30 “develop, in coordination with the heads of other agencies, information and intelligence products
related to research security that are suitable for dissemination, in accordance with applicable law, to
other agencies; to Federal, State, local, and tribal officials; to research institutions; the private sector;
and to allies and partners.”

11
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31 “Strengthen Disclosure Requirements and Processes”

32 “require the disclosure of information related to potential conflicts of interest and commitment

from participants in the Federally funded R&D enterprise.”

33 “require disclosure from the following segments of the Federally funded R&D enterprise:

. Principal investigators (PIs) and other senior/key personnel seeking or receiving Federal R&D

funding (G.e., extramural funding);
Individuals participating in the process of allocating Federal funding: program officers,
peer/merit reviewers, and members of advisory panels and committees; and
Researchers at Federal agency laboratories and facilities (i.e., intramural researchers,
whether or not Federally employed), including government owned, contractor-operated
laboratories and facilities.”

34 “require the following disclosures, : Affiliations and employment; Other support and funding

sources; Foreign programs and contracts (including foreign government-sponsored talent recruitment

programs) ; and Positions and appointments”

35 “establish policies requiring disclosure of the information reflected in the table below”
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Tl

ZRFAFHE RS F
EFRE T WIEIDOERFR L, RSN T-REDESF 2 KD 5, 36
& Al s R [1ELN] ITEFFRBRED I E 2T, HDWVITTIITHEFT

ol 2 ORFFEE DS DN D XK T ¥ Z ViR F (digital
persistent identifier) Z#Z{kd 25— RITBET L EFICEET S

F et aER %37,

[Implementation Guideline (2022/1) CEfE/ B @&k E (%) ]
& B Sy RS AIREZRER Y | BBl oM TR e v X, EE, EXLERELT

%, 38

[Implementation Guideline (2022/1) CEHi#H B OZ2kE (%) ]

TEEHTHEFOE | OSTP, BUM MR (Office of Government Ethics) . = DOl OFERS &
W71 L FIRSHE R B OB R IC BT 2 F#t & EXOZERE %
T D, 39

HEERE BB RS 117 £00HifT41E U<, BEHEME & E/ & ORIR%
BT MBIBAME A (EET 22 LiIck v  FRO AR EEFRZS
REEL D DNT L AZWD Z L &G EfE ET D5, 4

EHE T BIRERIC 6§ 2 IBERN REBER 2R E LA T 242 L BB & 54
9% (ZDidic, BEEE. BN, EPITHRE. RFEO7Tr s
TLFT 4 AREF 2T A HYE REEM LT 5), 2

HFRAE T BEREAER, RUOMEEX=2 T4 ATV T 228N TE
DHIFBI~ DB 5 (2% LT, BE OB R IR 2 i 72 b DIt
ZDO 43

[Implementation Guideline (2022/1) CEfE#/ B @&k E (k) |

36 “require initial disclosures and updates to disclosure reporting”

37 “stablish policies regarding requirements for individual researchers supported by or working on
any Federal research grant to be registered with a service that provides a digital persistent identifier
for that individual.”

38 “standardize disclosure processes, definitions, and forms across funding agencies to the extent
practicable.”

39 “work with OSTP, the Office of Government Ethics, and other agencies to coordinate the
standardization of policies and forms related to disclosure of conflicts of interest and commitment.”

40 REET 25 7 FAVLL OB UK AW » O Z T B> T D mEHERBIIHE R ST 2 %3
B D,

41 “continue to support the balance between academic freedom and national security by promoting
financial transparency in the relationship between institutions of higher education IHEs) and foreign
sources through enforcement of section 117 of the Higher Education Act.”

42 “strengthen mechanisms and capabilities to identify and investigate potential violations of agency
disclosure requirements (& ™72 {2 work with their Inspector General, General Counsel, law
enforcement, university program offices and security officers, and the private sector) .”

43 “ensure appropriate and effective consequences for violation of disclosure requirements and
engagement in other activities that threaten research security and integrity”

13
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Foreign
government
L oOther sponsored Positions,
Affiliations/Employment
support talent Appointments
recruitment

pPrograms
Tierl

FPrincipal
Investigators &

ather ey
personmnel = - = oo
Intramural
funding
recipients
. S . . B
X 2-1: EE&EOBBEORIFEREZROSER (12 A LUNIZH % 1ER)
® 77 AROZIMOHR
XK 2°6: 77 EARCBMOKRIZE T 2HFH (NSPM-33, £ = 4()
KT ITERFIH GEAT - BRBEIT 3 5 3R) (2B,
SERAHF R NE
EHRE T DR KEBUFOWFFE R ~DT 27 & A LRIz &8 B4 5 HEt & 7'm
T RAEEBBEANEFOL S ICTHZ &, 4
BIET DR [12 22A LA 12, KEFEREFEXOSMETHY . ThTho

PEBEIZBRAETE M S LT 2 BT R 28 TAE B M O AR 7 1
77 L ICEINT 5 2 EaFIET DR 2ED S0 U@ FIRE e
MO TEH 2 WREL T 5 2 &5, 7n L,

44 “ensure that their respective agencies have policies and processes to control and track access to and
utilization of United States Government research facilities”

45 “establish policies, or clarify existing policies where applicable, that prohibit Federal personnel
currently employed by their respective agencies who are also participants in the United States R&D
enterprise from participating in foreign government-sponsored talent recruitment programs.”
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FRAR T B N
EHERE A RE OFE T 7 AN KEOMERFEICKT DY 27D
(B +ZeREERE | HWEOELERBT L5252 L, 6
H L)
EBERE KETOREFCHREB 2+ HET L2V HFEEOREIC, EVERKIC

BHISNDTXTOREECESE, VARZIZESITrE R (risk-

based process) #iEHT 5,

KENEIZHE S BIH#EHEICE S BV HEOREICHEET 254
BOC HENEYHEEICHEDLIUTOERZIELBETE S L
5. MERHEEZHEL D,

- JE F R OV JEE

- BRI SRR

- BB (HEHE, B, IREEEEEET).

- BUER B EOERBRIER T r Y =7 |,

- NEBFEEOANMBEA 7 1 7 T A~OBHER O H G5 F OB NR
o

- FE RO Te T T A

* TESHTWDEF Ok & 5T, 48

H 72 REEEE [3722A LN 1o, BEHERICK L CLA T2 %95 2 &L 28R+ 5

= OB 7R H & Bl o 8 & FEA T 5 .
B« ZREIRE TSRS 2T & (SEVIS) 128\ T, MExis &
72 5 B R OS5 12 o\ T, Section(d) ) THUE S 7= 1 (3%
ARE LRoOER) #@ETLZ L,

- SEVIS O #H 34, & 5 WITE Y R ATIT & 0 SHEICIT 5

46 “ensure that vetting processes for foreign students and researchers reflect the changing nature of
the risks to United States R&D.”

47 “apply a risk-based process to vet visa applicants seeking to study or conduct research activities in
the United States, based on all applicable standards for visa eligibility.”

48 “The Secretary shall take such steps as are necessary to ensure consular officers may collect and
consider the following information pertaining to visa applicants, wherever relevant to the consular
officer’s adjudication of a visa application based on relevant standards under United States law:
Employment and employment history; Sources of financial support; Education history, including
academic institutes, degree(s), and research advisor(s); Current and prior R&D affiliations and
projects; Current and pending participation in foreign government-sponsored talent recruitment
programs; Program of study and/or research; and Facility/facilities and location(s) of expected work.”
49 “agsess, within 3 months of the date of this memorandum, any regulatory and technical updates
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ZRFAFHE RS F

[ EREOFHEitR. 3 22 A LI 12, EZREREH S R E
(APNSA) Zxt L, SeZZEMFOFEMICET 55HEz 742, 5

E L Ze R EAER [1FELIN] (2. BBRAIEE/R T — & ~X— 2| Section 4 ()@ IR
(EBEEELHE) | ESNER CAR LEZOER) 285052 L OFEBRARENE L A H
M2 5, 51

® 1F#HDHA (Information Sharing)

£ 2-8: FROILFICET HFIHE (NSPM-33, E7 v ar 4(e)
KEITEREIE GEIET - BARHEIIT 4 2 3EK) (2B,

ZERIA TR ¥
HFE T OR BREICET O e ., G SR e, HEIEPITHE, E

T etREE . NS AT D,

HRREDE LB REREDR 2 SN TVRVDERIZRB VLTI, il
DEIRE SR HEBIIC BT 2 Z L R 5, 52
[Implementation Guideline (2022/1) CEfi#l B @2 RE (%) ]

® MEtx=V7 1 HH

R 29 :FREX2V T HFICETHHEIE (NSPM-33, 73> 4()
KEIZERFE (EFE)T - BEEOEEIC 9 A2 3ER) (2B HE,

ZRIA TR ZORINA
Bem o0 WHFEBRZETE B 21T 9 . SUTEAMIFERRREE & DR 7' v & R

ZINT HEREEORE N, Mt F=2 T D hL—=7
EXTDHI LRI D, %3

necessary to require that relevant institutions:
Report the same information specified above in section 4(d)(i) in the Student and Exchange
Visitor Information System (SEVIS), for foreign students and researchers subject to
reporting in that system; and,
Provide updates in SEVIS annually, or more frequently where appropriate.”
50 “provide to the APNSA a plan regarding implementation of such requirements.”
51 “agsess the feasibility and utility of including the information specified in section 4(d)(@) in a
searchable centralized database.”
52 “share information about violators across Federal funding institutions and with Federal law
enforcement agencies, the DHS, and State”, “consider providing notice to other Federal funding
institutions in cases where significant concerns have arisen but a final determination has not yet
been made.”
53 “ensure that Federal agency personnel conducting R&D activities or participating in the process of
allocating Federal R&D funding receive research security training.”
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@ VA7 OlEEE 7 (Risk identification and analysis)

& 2-10: VA7 OREL ST H2HE (NSPM-33, 7 v al 4(g)
X IFECRFIH (EET - BB BTk 2 2R) 12BE,

ZRFAFHE RS F

Bl O [12 7~ HBIN]
[ 5,000 77 BV % #8 X 2 EAFAHAN B a4 & 52 D W SRR B
(X2 )T 4 7ar I h 2L LERLTNDLZE %‘ié%ﬁa
SIREBIIC R U CRE T2 2 & 2 /BT 5, 5
et X V70 7a 48] 12, YA =X 2 YT ¢, S
BEEx=2 DT 4, A YA X —BEORHE FE, LOBEITIET
THHERE L —= U VT OBERNEENDLIRETH D, 5
KIE D EFRZ IR ECRE G Z 2R EIC B2 5 2 5 HB 8 BE
S OBIERRRE CHAE S L% T HHEAIIE X2 ) T ¢ T m
77 LOEMBEEDBEGINE S D RETT 5, 56
[Implementation Guideline (2022/1) CEf# B ®Z R E (%) ]

® [EIBRHFTERHFE /) DYetE & PR

Promote and Protect International R&D Cooperation

F 2-11 : EBEWFFCRRZE T ORE & R ICB+ 5 %E (NSPM-33, 7 3> 4(h)
WTFIRBEREIE GEE T - BRI kT 2 3R) 1B,

ZRIA TR ¥

EBHBEREE (OSTPOR &t | HHEEX=U T 1272 U A7 IS4 058 e s, [EERE
DEFAE T DR &%) IR LIS N D 2 tE T D BUR & EEk a2 L
T5HEMT, SEOREES A= =L T 5, 57

54 “require that research institutions receiving Federal science and engineering support in excess of
50 million dollars per year certify to the funding agency that the institution has established and
operates a research security program.”

55 “Ingtitutional research security programs should include elements of cyber security, foreign travel
security, insider threat awareness and identification, and, as appropriate, export control training.”
56 “consider whether additional research security program requirements are appropriate for
institutions receiving Federal funding for R&D in critical and emerging technology areas with
implications for United States national and economic security.”

57 “engage with foreign allies and partners with the goal of promoting policies and practices that
increase awareness of risks to research security and improve cooperation on international protection
and response efforts.”
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Section 5
[E R 22 PR EH Y KR M B 1L, ITEE B TRRR. OSTP DR &1 LT, ZOKFEHERK
EOERAZFE L, BE, ZOKXKREREL FZT 572 OICE R IR & - - IEE O 2
FEL7CEF LR L, KEICRE LTI R0, L LTnD,
(72720, FRBEEOARIIINETO L ZATbIL TN )

b) KEORFEWNPAREEERDELF 1) T A EAVTITUT A ZBIETBI-HD
Recommended Practices (202141 8 19 H)

FROKFEEEENH SN0 LIZER UREHNZ, [7 2 U I oRFEiMRFEEOE+
2 VT 4 AT VT 4 b T A0 CHEIN D EKNE] (Recommended
Practices for Strengthening the Security and Integrity of America’s Science and
Technology Research Enterprise) 7%, KEFRFH i3 (NSTC) @ MFREREIZET S
NSTC ARZEE% ] (Joint Committee on the Research Environment) @ [+ Y
7 4 /NEE% | (Subcommittee on Research Security) 7»H/AFK iz, 58

et X U7 1 /NEESIT, 22 DAUN=ThY, FFLOKMEREDOIL L
S TV KHEBERT LV DFTT FFERRFRICERT 28T, S 61T, R I 2 =7 1 D%
It &Te, Subcommittee on Research Security @ HB9IE, REORMSEHMGHFFEREE D
X2 T 44T 70T 1%, RKEOMEBSCA / N—azal 27 AORKMEZ
B2 o Z <ML T 570, EHBUFOBMAZTET 22 L) ThD, Fric, NEDIN
ORI Y A 7 EEOFE, P ~ON R aIa=r—va T U MY
—F OB 2 HFRBUF OB O, BB S HE T 2 5EFEEDOEF 2 U T 4
AT VT BT DB RNT D AT A X ADVERL, AR IEHEB M T O HERE S
BIOIERRICE S A ST TS E LTS, (pd)

58 National Science and Technology Council. Joint Committee on the Research Environment.
Subcommittee on Research Security. Recommended Practices for Strengthening the Security and
Integrity of America’s Science and Technology Research Enterprise. January 2021.
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SUBCOMMITTEE ON RESEARCH SECURITY

Co-Chairs

Steve Binkley, Department of Energy

Helena Fu, Office of Science and Technology Policy
Rebecca Keiser, National Science Foundation

Mike Lauer, National Institutes of Health

Aaron Miles, Office of Science and Technology Policy

Members
Departments National Institute of Standards and Technology
Department of Agriculture Mational Institutes of Health
Department of Defenze National Oceanic and Atmospheric Administration
Department of Education National Science Foundation
Department of Energy Mational Security Agency
Department of Homeland Security Office of the Director of National Intelligence
Department of Justice United States Geological Survey
Department of State United States Patent and Trademark Office
Department of Transportation Executive Office of The President
Agencies National Security Council
Federal Bureau of Investigation Office of Management and Budget
Food and Drug Administration Office of Science and Technology Policy

Mational Aeronautics and Space Administration

Hi# : National Science and Technology Council. Joint Committee on the Research Environment.
Subcommittee on Research Security. Recommended Practices for Strengthening the Security and
Integrity of America’s Science and Technology Research Enterprise. January 2021. p.i.

X 2-2 : Subcommittee on Research Security (National Science and Technology Council ®

Joint Committee on the Research Environment (Z)§ 3 3) DA L —

ARICEO AN, TR O, IFERR, REMEES) 2KREOMEFEEOEF =
VT4 AT 7V T 4% L0 BARET D DD REHRFEHEEZIRTHZ L) T
HY. INSPM-33 #i5c92b D] THDHEHRHAL TVDH()p.1),

AXEZSEICL LT, K% - EEEEIFALX2VT 1 AT VT s O EIZE
DT LB TEDHLOTHY , ERBIFNHKRE - FFEEEA~D—D0DOXELHRZZ L
BTED,

ARLETIE, TTHREX2 VT 44T 7 VT 4 A EXEHICY 5T [HAR
JEHI & AfifE )] (Foundational principles and values) (ZDOWTCHBAT %, I FNRZORNET
boH, TnooH BT, TRkME NEIME. THIEME] (X, JFFEEE A SAFIEES .
BAFET, $_XTUCHBRT L HOTHY, TV, M@, NEES), ME&E) X, @
NSRRI IFIE O a1t & BB 2 R T 27202 ED X S ITHFREIT 5 RE DO &
BHLOTHDEHNAT L, HROBH), TAEEEER), [EHERORBF X, TT
DNIBRL, FICBPARE LB T 2BERH Db D THD, LT 5,

B (openness) & WM (transparency) (X, ZAEPERIZ2 1) Z AIHEIC L, IETER
7R RGSAE I - BB 2 IR 9 5 DI,
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A EE (accountability) & IEE & (honesty) (%, 20 23R, L2 T iR
VTEZ IE T DIZENLD,
INEVE (impartiality) & Z8IPE (objectivity) 13, ARt 72 OB A A ERR O 7
i B5F 5,
B D (respect) 1L, BRTOANDERAHE, BRTE 2855 < D ITH&LD,
ZEROBH (freedom of inquiry) 1%, EADEFELAEREIIR RIZO7203 5 X H1Z
T 5,
HEFFE (reciprocity) &%, BL7F&-CHFFEREBIN . £ TOW 1/ N— b —ICHliE %
b O HIET, MEH ik, 7 — % BRSSEROGHT~DOT 7 A KOV L—
SV T ERBT LD EEHEICTHHLOTH D,
FEFM 72514 (merit-based competition) (X, FE DT A T 74 / _X— 3
RHTETE D &9 R34 O % Ml $ 5 DIAELD, (p.2)
728, EOFIAT [FIEFEK ) TEBEHK ) IZOW T TFO LI IZERZ LTS (p.2),
TFIZSFARC) - BN, SOE A DOBUBRE B REN . FRORE, Fh, @i, U
EEFEICEENOERREEL 5 2 5 AREM O b 5 SEAFIE IR E Fio
TV DR,
MEHAEI ] - BEORENEXIIMOFEEROH T, AP TIET /G522 T AN
0. Ao 0T R, %< OO ITH TIE, MR SR EHERT O 5 #H-0K R
A TR 2RI #H7e &L MIKT DR O R A TEHBHEK ] EERL TN D,
JEE B FE B RS & R UNCIERZ LA L0, EHRER LIV T28ER L,
ZFOMDOTEEDOFE LI-8E S, e X2 VT 4 AT 7 VT 4 )37
MR DY . KV IAWERTO [EFEHHK] O—HERZTH D, 6
[Z 006 OREAFAIAMEBIC S T 21T8NIX, RFEOA T 7V T 4 %5 < T D,
WREFEDA T VT 4 2P TITAIE, LIEUISHIRFEOt X2V 7 0 (et ¥ =
UT ) 4TV A7 667063 1LHHL TS, (p.3)
# 21201F MR X 2V T 4 AT VT 4 LT D OICHER S D EERNEO
21 HA #Y, CETEHFHEBIZONT, 2~3 BEEEOHHNMf ST\,

59 “a gituation in which an individual, or the individual’s spouse or dependent children, has a
financial interest or relationship that could directly and significantly affect the design, conduct,
reporting, or funding of research.”

60 “a gituation in which an individual accepts or incurs conflicting obligations between or among
multiple employers or other entities. Many organizational policies define conflicts of commitment as
conflicting commitments of time, including obligations to dedicate time in excess of institutional or
funding agency policies or commitments. Other types of conflicting obligations, including obligations
to share information improperly with, or to withhold information from, an employer or funding
agency, can also threaten research security and integrity, and are an element of a broader concept of
conflicts of commitment.”

61 “Behaviors that violate these foundational principles and values jeopardize the integrity of the
research enterprise. Behaviors that threaten the integrity of the research enterprise often also pose
risks to the security of the research enterprise, which we term research security.” (p.3)”
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£ 212: MHREX2V T4 AT TV T 4 ZRET D 1DITHEIN D EBRNE

M2 Y) —F—V v 7 L EBEEORE

1. FROEX 2T 4 A0 T 7 )T 4 OBEEMEEZMBOIFLEE» HE2 5,

2. X2 VT T T 2N T T e —F R T D,

3. X2V T 4 AT TV T A DI—F U T I N—TRI AT T —AERET D,
4. BRI X 2 U T 4 T T LR L, EAT 5,

B Mt & A~ DO HIR 2 M T D,

5. FITSAHA, BHHR ., THMBRICBT /et 2 e, EHT 5,

6. IEAER LRSS E B R AR E L. #HliT 2 72 DI B2 R T O Z Mk 2 b=
T5HZEEEHMNT D,

7. BEHRASCHNE AT OIER &2 WG $ 5 72 O [E T2 2R O BRFIEOMSTF 2 HUK 4
Do

8. KT ¥ X VI FIC BT 5 AR ED D,

9. SMEN D OB WA T 5 720 OBERICHERICHEILT 5,
Fv—=V7, X, FROEE - £F

10. fFFEFEOSMF IR LT, BHLb 2500 FEhil B3 2 HHE % Fhid 5,

11. SAEBIFEEDO AR 70 77 A~DOBINZ G L TN DEITTA X o A 2R3 2,
12. #f%E2¥ =2 V7 ¢ 250(bT 572012, FBL B HEBEAT LT 5,

18. X2 T4 AT TV T kT 5 Y A7 R AREMED & 5 RPLLITENIS %F
T O E ED, THUCKH T HIRERE R T D,

14. THHRERICET 2R Y O —IGERKT 2 WTREEDR B 535G, TOERELET D,

AR DG ot 2 BT DI D DREYRA N = X L EHERT B,

15. X2 VT 4 & AT VT 4 BEDTIHERERTEHE S OMOIT A %R
DI DR 72 FEE AL L, 1TSS,

16. FIRBIBESCOH Y X2 VT 0 AT 7 VT 4 20T ZOMOIT IS LT, i
IO BBIRIFREN D D Z & BARFET D,

17. AR, X2V T 1 AT 7 )T 4 2B T HREEK D AT,

EFEFEROT —F \CEHET IEENR Y X7 OBHE

18. BRI = N F—v vy TEFMT 27200 — Tl FE - KR T 0B A EMHNLT 5,
19. AN EMOBE LIEEDT- DD Y A7 _X—2AD¥ X2V T 7w R &HESL L, EHT
D

20. SAEAFIMHE R OE B EE ICBET HIIER R Y 27 2 EF 8T 5,

21. SRR T — 22X 2 U T 4 MR E ML L, HEFFT 5,

Hi# : National Science and Technology Council. Joint Committee on the Research Environment.
Subcommittee on Research Security. Recommended Practices for Strengthening the Security and
Integrity of America’s Science and Technology Research Enterprise. January 2021. pp.6-15.
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(c) 2021 F£EEHHERRE (National Defense Authorization Act: NDAA) (202141 B)

2021 41 H 1 BIZ 2021 FFEEPH#ERYE (FY 2021 National Defense Authorization Act
(NDAA)) MHIE SN, £DF 223 %= (42U.S.C. §6605 (Disclosure of funding sources in
applications for Federal research and development awards) & L CiEfR%E:) T, 7XTD
I IEREE (B RO OEED) NHFE 7o 20 —B & L THAEKRORE (pending) DO
TAZOWTOIEFRARZ FEET DML ORO D Z LENEHT b,

REEE X, WE 3 FERITZ T 72, UFBEZIT TV D, UTHFET R OSEBIFR
SMERERE D & OESIRIEOSHR 2 T TR LT T 67220, HEEE X, B EH03k
[FIRFZEE D3 EBUFPNERLRE D D52 T 7o, UFBUEZ T T D | ATRmOMT, BRSO3k
Z 3 _CBHAR LR iuiE 72 67220, Bis S, EEBIN O 7 —F X— A RAF SN
%o BURFEHER DT LI LA, S BUF IS O SN2 F 1 L2 0 | 8% K
WV FLZERTED,

F 2-13 : 2021 FEEPHERIES 223 5k EAMHERET UV —F (awards) ~DHFFEFIC
B} 5 EEWDBHR]

MEIXERFIE (BIRA T - B MBISIIT T 5 EK),

(a) PBARZER (Disclosure requirement)

ZRFF ZORINE
T FRATFZEA% B BRI ZERE R I, 2R D S DAFFERRSE T U — R O BgEED—E
ELT, UTZ2ERTIHDLET D,
wres ERE) (DHFEEICRIR S N, AFZEICSINT S A2

QWBRRERIZEBNT, BEARZIT TS, FZITDE TRIND,
BELORRDOT R TOMEZI RO, FE, KO TTEZ RS
5k,

BBIRDBBIE, EfNOEETHDHZ L ZAHT L &,

O XBEOBESANCHEEDEEN S - 2546, KOS5 MM I HE
DY) &P LT AT, SRR EES T A LICRET S &,
MRELXREAT 5T | QU%T V—FEHFETIZUT AT 01, YT T AT 408
YTATA A&, FEEEICTES SN &xGED, FOHEICESS EFEEZHDL
SNTWALHZ EZAHTHZ &,

1) DEIBFFEHEES | (federal research agency) &%, HEM O/ TEE N 18 RV &8 2 DR (BF
JeBE BN 29, 7 U — RiZBhAk4 (grant) . 2249 (contracts) . 9t /7 (cooperative agreement)
BEL, TUT AT A IR 2 B X E%RT D,
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(b) —H&TM: (Consistency)

ZURIAF ZURINA
BEHANBOR R R BAHANBOR K (Director of the Office of Science and Technology

Policy) 1%, EFEZH =% (National Science and Technology
Council) % U CITE) L, 2020 &FHFEEEPIMERE (A% 116-92 ;

42 U.S.C. 6601) 1746 k()2 -3 < HEFRSZHEV Y, (a)HHIT IS &
FREFICREBE N R T D BRI — BN S D 2 & Z iR T D,

(c) #8fHI¥4T (Enforcement)

ZORIAT ZORINE
HFRATFFEH% B (1) HEAHFTEHEEIT, 55 (a) BT F D & ME A D BR L7 BUE R ORIk D

WFFESCBR DS, EAEE SUIBER D SRFIER T %6, WHERTET U
— FOHFEEZHTTL5ILNTED,

(2) #FFEBRFE BT 5 F RO HFEEICFEH S 7o Gl A 23, (a)
FIZES S EROBATREMEICE - 72356, BAFEMEEIL, T
DFED 1 DL EZHE LD T ENTE D,

A) HHEZHTT 2,

(B) YREHEBENYZEAN T T 4 T 4 (ISR LI ZERR% T
U— R&—FHEIE XTI T S5,

(C) %A AN SUTHERIT K T~ 2 ML b O — Bl D& 412t %
— P ST A AR LT 2,

(D) HEFRH RIS 2R A5 180 4 (part 180 of title 2, Code of Federal
Regulations) . &AkHAI, SIfhO@E G 2 IEHR-CHANIIE > T,
8N S A 2 BURNE & O 52 587> H — R STk ATE 1k X%
BRI 5,

(B) F@BZESFRORBITICONT, SHRIHAEDTD
WZERAE T OBEZEIC, UIHFE S L ITRFEITER Leh
E ) MEFHND T DIEFRERITE RICRET 2,

@Dm@%ﬁuamﬁét L EAXEE= T Tt a7
ATV AERE LT EAT TV — RZEERST+—v A A
T VT 4 fE#H AT 2] (Federal Awardee Performance and
Integrity Information System) (2% &3 5,

(G) MAXIEZ= T 4T 1 LT A S B EEUIHA O T
THAIENHZDMOEEE & 5,

62 2020 4FE [E [HHERE (FY 2020 National Defense Authorization Act (NDAA)) 5 1746 4= OSTP
MNEE L, NSTC IZKEFRZEMTA~DUEIN DO OTFTHEND OREZE LR T 272 ODOE T T —% 7
IN—TORETDHZ L, OSTP TG ORELT L LFELENTVD,
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(3) F@HEICFEHEIN-EHIHEE X, L TOHREICOR, =T 4T
AL THELDZ LN TESD,

A =27 147 1 (@) DB Z T2 LTV,

B) =T 4T 1%, HREAPE@QEIIES AFROBIRE
Bl LEMV RO, HHEHENI R SN DN SRR %
FIET AT DOHEZH LR o7,

(C) LFHHEFRATEEBEI DR T D X S ITHRET D,

Q) 2O T 4T 41, JMGERDEAICL - THA., XHE.

XITEECHEEEZIT TS, KO

() SFZMEAD, HEICE@BEIZE S EFROMREZ RS 72,
(4) @
(DI E S B L C L 5 & T DAL, "TREZR R
0. BRI 2 & 180 #. HBAHAL SUTE DM OBEE R IERE S
L < THANCHE - T, YHHEE OISR L R DB B/AIT= T 4T+
(2, MEHE O B 2Bl 2w U, Y% AL ORI, RS
NIHBEICERBZELH LY TORSMOFRE 27 LR ThiTR S
AN
(5) FEHL & 7o B FLYE
FQEHDNTHS & GRS 1L T FIE 5 R D 28 FRAFJEHRIIT, EH
HAIES 2 fW25 180 #h, RARRAI, SUTE DMLY R yER SUIH

ANZE®D b= Fhe & M OGEHEEIZE S D LT 5,
1) BEIGHRIES 2 fWis 180 6 (part 180 of title 2, Code of Federal Regulations) | 1%, OMB Guidelines
to Agencies on Governmentwide Debarment and Suspension (Nonprocurement) T %,

Hi#) Cornell Law School. Legal Information Institute. 42 U.S. Code § 66—5 - Disclosure of funding

sources in applications for Federal research and development awards
<https://www.law.cornell.edu/uscode/text/42/6605>|Z 7> & {ERk,

(d) NSPM-33 E=#EH A £ X (2022 4F 1 8 4 )

2022 £ 1 H 4 A, NSPM-33 2% 570D HA ¥ A%FEFK LIz (Guidance for
Implementing National Security Presidential Memorandum 33 (NSPM-33) on National
Security Strategy for United States Government-Supported Research and Development) ,
INF LTz DV AT O 3CE & [F] U< CRER I = (NSTC) O THFEEREEIZ RS2 NSTC
“lRZE B2 (Joint Committee on the Research Environment) Ottt x = U7 ¢ /&

B2 (Subcommittee on Research Security) T&h 5, 63

63 National Science and Technology Council. Guidance for Implementing National Security
Presidential Memorandum 33 (NSPM-33) on National Security Strategy for United States
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ARLEOHINE, TEFATICR L, NSPM-33 OEMl M 2 ia#taigd 52 T
H Y (p.a), BFEBINEOEMEZINNEHA T & — k)72 A 4 A (general guidance) (Z
fix . NSPM-33 CTHLY ki iz 538 (1. EMBAROEM: LR, 2. 72 X LKE
HURERIT-. 3. BIRFBHIOER LTI HA IR, 4. HHROILA, 5. iEEx 2T 4T w s
TH) BT DLXVEEMRTA X A EET (pix),

NSTC Oi#EER TH Y . BAEATIZEET 2 KFEMEE . 72 OSTP R T % Dr. Eric
Lander /%, AISCCLL N D L S ITALEDALE ST, 5% OBEIZOWTHA L TWD (px
~xi),

Fox DNEE L TOWDMEEX =2 VT ¢ EOMBEIZBEEN »ORZTH Y . FIEET
e — O EBUFIL, Fox ORI A2 RN EICRG L X 9 EEmIcs LT
W5, ZHUIHRRBTE R0,
Z OFEfEIEEHE, FA 2021 4F 8 AITHTHH LZFALL 72bbH, KEDOEF =Y 7
4 EBREAESED Z & BEOMEENEG N OBMUNCHETTE S & O WMIZT 5
& BRPANEANRESCRAZE LWL 2IZT 22 L2 KB LD TH D,
L)L, ZNOOEBEREELZERT HIOIIE, FEELERLHIREZEND D,
ROBRE L LT, FAIBUE, EIFFERERRICKT L, A% 120 AUUNIZ, H 5P D
BRI fE R C& 2 (WEIZIE U TEIET D) 7 VBIEREGHGEE L iE
(model grant application forms and instructions) % 3:[F TR+ 2 X 2R L T
W5, ZOHBIE, BUFREHRE Z & ABfEICFIR L, R0 & O & el /B
WCHEET 202 hb b, ATREZRIRY [ UfE#RA R CAETHETEDL L HICT
HTETHD,
NSPM-33 IZB9 5 BAEDBUHIZ, WFFEE DS BUMIC G % B3 2 1% Wkl
L, liFELES &ETH5bDOTH LA, NSPM-33 D FEMilZ BT 2 fillod T 7 B
T7Rbb, BUBHIREE & IARICEAT 2 EZ T TRRICZOfFHE &S FHT 2
DN ONDWTIIRHL I TV, FD X ) 2RO FEHRICEZETH Y . OSTP 11
RHNZZENBIZHIRT 2260 TH D,
72X, ZDH A X ATIX, "research organization (A JE#HA%) 7. "federal research agency
(& D\ research agency) CGEITAFIEE T SUIMFIEE)T) "IZOWTLLFO L 2 ICEFR L
TWa,
"research organization” : DEITAFIEFEES I ZEBASE B 2 GE L7z, XUTBhRk &2 1)
TodiER, T OMERIE. 2021 4F NDAA ([EIRGEZELE) 55 223 SRICEFRSNLD TH2E
K] LFEICERTH D, 64

Government-Supported Research and Development. A Report by the Subcommittee on Research
Security, Joint Committee on the Research Environment. January 2022.
<https!//www.whitehouse.gov/wp-content/uploads/2022/01/010422-NSPM-33-Implementation-
Guidance.pdf>

64 “An entity that has applied for or received an R&D award from a Federal research agency. This
term has the same meaning as “entity” as defined in Section 223 of the NDAA for 2021.”
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"federal research agency (research agency) ” : MER] 1 & KA LLEDOSNVEFSEE: 2
THHAEIT, ZOMFEX. NSPM-33 O &&El /iR LR CEWA RO, ) 6

OrE MBI RO ZEM: - =% (Disclosure requirements and standardization)
- NSPM-33 DBl f& firiL, Section 4(b) Th 5,

s A F L ZAO BT, TBRZEE GEDMIZBRT 270y, BEST 2HIR & FRob 722 &) bR
oA (BEH, FTIE, §RRE. BT SCEORM R &) . K OEITRINRO 22— o #i1F
EIZHOWTHIEIZT 2] & Th D,
* AT O 15 HADFERA A 2 ZZHOWTEPI LTV 266, 7235, 1.& 24200 CTITHEHE
B2 &Y HEEEOABEZBNT 5L VW) BT 138 L2 2 TlImELTnd,

£ 2-14 : MEHMBEROEM: LEHEI] ITOWTOE-BH A X AHHE
MHEITERFH (EMAT - BRI T2 20K) . RIISEFE (WFFekmk - s~
DFEEE (R ZBIZHOWTO, HITETICHTHEREETe)),

HEANE ZRoT BR G
1. BARELRFEHOIERE(, — HAE T
2. B - EAOEHEAL — HAE T
3. HatH - EMZEERZB OB - &I BR B EHET BHiHEE
4. FHEZEZD D BRBEEDILR O ARtk — HAE T
5. FFZCBARBIRR DO HE T ut 2 (B R OB % 0EHE % — HAE T
Eir) ITBWTERIND Tier] BAREMFICRE T 5 1F
L

65 Any Federal department or agency with an annual extramural research expenditure of over
$100,000,000. This term has the same meaning as “funding agency” in NSPM-33.

66 1. Standardization of disclosure requirements

2. Standardization of disclosure forms and formats

3. Requirements for peer reviewer and advisory committee member disclosure of affiliations and
positions

4. Potential broadening of disclosure requirement to include students

5. Collection of information associated with the required Tier I disclosure requirements within R&D
award application processes (including pre-award and post-award elements)

6. Collection of information related to financial conflicts of interest within R&D award application
processes

7. Exclusions from disclosure requirements within R&D award application processes

8. Clarification regarding exclusion of gifts from disclosure requirements

9. Requirements for disclosing core facilities and shared equipment

10. Requirements for disclosing participation in foreign programs

11. Requirements for disclosure of foreign contracts to research agencies

12. Just-in-time submission of application information

13. Requirements for updating disclosures after an award has been made

14. Process(es) for individuals to correct inaccurate or incomplete submissions

15. Requirements and processes for research organizations applying for R&D awards to provide
certification related to disclosure requirements
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LDAEAEZRNT S5O DEM L Fhex

HH N FRIT ZRE
6. FFFEBHFE B Ak o B 36 T0oE X 12 31T D FIRSAR SIS BE S 5 | AT AFZEAELARR
THHRIEE
7. BRI B RS 7 1k R 23T B B R ESREE O — B T
BRok
8. W% (gifts) ZBHTXIGANE T D Z LITOWTOIHE — B T
1t
9. "PREH R K O R O BR-R B4 A T e
10. ¥4 7' 7T L~DS AN BT 5 BB BHEET e
11. E &R HEBIIC x4 2 SMEZR O BR R E 1 HAE T e
12. HEEHEWMO T ¥ X A v & A L — B T
13. BhE# O BR/R N O ST O LB AT WFoeE
14. RIEMEXIIATRREN 2 AP FTIES 5 72 O Fii — HFRA T
=
15. WFFEBARBI AL & R EE 3 DA B3 | BN SR I B | B T BFZEREL AR

# 2-15: Tier I & Tier Il OB INE OFEFHBIREH:
Table 1. General NSPM-33 disclosure requirements for Tier I and Tier II participants.

Foreign gov.-

Current and

Organizational . pending
Disclosures Required From: Affiliations/ A Pos.mnnsf spnnsor.ed o support/
Appoiniments recruitment
Employment 3 Other
programs —
Tier I
+ Principal investigators (PIs)
and other senior/key personnel Y Y Y Y
«  Program officers
¢ Intramural researchers*
Tier I
*  Peer reviewers v v v N

+  Advisory commirttee/Panel
members

Hi #t : National Science and Technology Council. Guidance for Implementing National Security
Presidential Memorandum 33 (NSPM-33) on National Security Strategy for United States
Government-Supported Research and Development. A Report by the Subcommittee on Research

Security, Joint Committee on the Research Environment. January 2022. p.2.
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K 2-16 : AFFEBAFEBIRL 7 2 £ X I BT DENEH - EFIZEROBERDOH A & R
Table 2a. Gudance for disclosure of personal and professional mformation within R&D award

application processes.
Current
Biographical & Annual f:f“‘—’m';'d
Type of Activity to be Disclosed Sketch Pending/  Project sz: &? -
e L ens Conditions
Support '
PERSONAL INFORMATION
Professional preparation (e.g., educational degrees) v
Organizational Affiliations* v
Academic, professional or institutional
appeintments, whether or not remuneration is v
received, and whether full-time, part-time, or
voluntary
Paid consulting that falls outside of an individual’s
appointment;  separate from  institution’s v g (Vg
agreement

RESEARCH FUNDING INFORMATION

Current and pending support: All R&D projects
currently under consideration from wharever
source, and all ongoing projects, irrespective of
whether support is provided through the proposing
organization, another orgamization, or direcily to v Ve v
the individual, and regardless of whether the
support is direct monetary contribution or in-kind
contribution  (e.z., office/laboratory  space,
equipment, supplies, or emplovees)

Current or pending participation in, or applications

to, programs sponsored by foreign governments, v

instrumentalities, or entities, including foreign

government-sponsored talent recruitment (Appropriate placement may be contract-dependent)
programs®

In-kind contributions not intended for use on the v v v

project/proposal being proposed

Visiting scholars funded by an entity other than v v v
own institution

Students and postdectoral researchers funded by an
entity other than own institution v v v

Travel supported/paid by an entity other than own
institution to perform research activities with an v g v
associated time commitment
Certification by the individual that
the information disclosed is v v v
accurate, current, and complete
“Some agencies may collect this information in Collaborators and Other Affiliations.

Hi # : National Science and Technology Council. Guidance for Implementing National Security
Presidential Memorandum 33 (NSPM-33) on National Security Strategy for United States
Government-Supported Research and Development. A Report by the Subcommittee on Research
Security, Joint Committee on the Research Environment. January 2022. p.4.
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K 217: 7ulxs MEBRDOBRDHTA F R
Table 2b. Guidance for disclosure of project information.

Facilities
Type of Activity to be Disclosed and Other
Resources
PROJECT INFORMATION
In-kind contributions that support the research activity for use on the v

project/proposal being proposed

Private equity, Venture, or other capital financing™

(Vg
Supporting Documentation (e.g., contracts, grants, other agreements)” v
"See implementation guidance point 6 below.

"See implementation guidance point 11 below.

I SRR D & 2561213, RREOFRBRDLEIZR S (F2HE), o, WABUTE D
25 OGNEAAMBER T 7 7 Z 2% E1) F13H 558 13Z OENEOEBRER P LIEIZR D (8 311
H)o

Hi #t : National Science and Technology Council. Guidance for Implementing National Security
Presidential Memorandum 33 (NSPM-33) on National Security Strategy for United States
Government-Supported Research and Development. A Report by the Subcommittee on Research
Security, Joint Committee on the Research Environment. January 2022. p.5.

@7 V¥ NV krIERR T (Digital Persistent Identifiers)

- NSPM-33 O RF##431%, Section 4(b)(v) TH 5,

c REHDOHA X AO A, TR, BHAHZEE L 2N 6 %Etx =1 7 ¢
AT VT 4 kT A0, T VX VKERER] T (DPD) (& 5\ 3 kieryik
B¥ (Persistent Identifiers: PID)) ZBi/r 7' 10 A2 E D L 5 IZfAATe 0 Z T 5
ZEThD,

T THHIZOWTHBHLTWS, 67 ks, HEEHE - HEEAO A2 =T 2 & v
IEMT I’ LZZTIEmELTW5S,

67 “1. Incorporation of DPIs into grant and cooperative agreement application and disclosure
processes

2. Requiring DPIs versus providing as an option for disclosures

3. Categories of individuals provided a DPI option for disclosures

4. Use of available DPI services

5. Common/core standards that a DPI service should meet to be included as an option for disclosure in
Federal grant and cooperative agreement application processes

6. Ensuring interoperability across multiple options for DPI service

7. Potential for public disclosure of information provided to research agencies via a DPI service”
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K 2-18 : [TV H NVKEHIRBIF 1 [COWTDEMA A ¥ AHHE
KT ITZORFH (EFRET - ERBCPEBIN 2 ZR) . ARIISHARFE (FF5EHak - e~
DIRFE (R 2 HRICHOWVWT O, BB TICH T2 ERZFT)),

HENER 2R BLRSE

1. Bhplc e OV 70 14 7E D R X OV R Ffe & ~ D DPI O#H - HAE T
H A
2. DPI 2R3 50, HDWVIIERBAROL T a v &L — B T
THRAET 2 P,
3. DPI % 1EWBAR ORI & Uit 2@ AD BT I Y - B T
4. FIFAEE72 DPI ¥ —E R Z2FHT % — BIA T
5. HIRAHB A& O /15 € O HFE Tt X 128\ T, DPIL + - BIA T
—EANEROBBIRE LTEENDL DI T E

S/ R T B
6. DPI y—EADEE DA T v a N E RN DM EERME — HAE T
Dk

7. DPI % — ¥t X % i@ U CHABINE T ICREE S N2 F R — BIA T
— %A B O AT REME

OE WA REEL ~D*tEL (Consequences for Violation of Disclosure Requirements)

- B9 % NSPM-33 DX H I3 Section 4(b)(ix) Th 5.

- AHE O HNE, DEMBUTE T K OWFFEREEES D 72 9 O Y] 72 L~ )L O ik 2 #EFf L 72
5 SN DIEHEK OB & —Ed 5 BRI OS5 2 i Y) 7200 i 2 T
ET DDA RTA v 2@Zihd H) ZE&ThD,

cFEREHTA KX RFLL T D 8 HEIZOWTENZERFLR I TV, 68

68 “1. Consequences for violation of disclosure requirements

2. Other potential administrative actions available to research agencies to address noncompliance
with disclosure requirements

3. Factors for consideration in determining appropriate administrative actions and other
consequences

4. Provision of more detailed information regarding administrative remedy and enforcement processes
5. Encouraging individuals to come forward and correct past omissions

6. Notice and due process in agency consideration and application of regulatory administrative action
7. Circumstances for potential imposition of consequences on research organizations

8. Circumstances for potential suspension or denial of Higher Education Act (HEA) Title IV funds”
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# 2-19 : [ERBIREMER ~DxI] (ZOWTOEEH A ¥ AITEHE
MHIXEREFE (ERET - BB 2 %R) . RITEEE (WS - s~
DB (D TIBIZOWVWT O, HERETICRT2EREET)),

HENER 2R BLRSE
1. BRRERER ~ DRI — BT
2. BIZRELR O RESFIC R AL D 72 OITEFRBUFE T 23 — EIRE T
RIEE7 2 DM OBAERIATBOE &
3. WY ATBAEE & OV DM OIS 23R E T BRI E BT — EIRE T
NEX TR
4. ATE EORBFHE L OPIT7 7 & 2T 5 L 0 #EMZR - HIET -
T Ot NSTC #3t
XU T
PR F=ES
5. HANRLFY HTREDORIEAZFTIET D Z & 257 — B T
aXs
6. HiHY R OITBHE OMRE - BHICR T 5@ & EIEF — B T
for &
7. TR LTGS2 IREME D & 2 4R — HFRA T
8. BEHEE (HEA) 8 IV EOEEMEIEUIESR S — BT
% AlReMEDS & 5 R

1) BEHEE (HEA) 5 IV 21, ERRBFIC L 55245 ~08E547 1 7T LA (federal student financial
aid) IZOWVWTORETH D,
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& 2-20 : BIREMRIEST O FERBR I E A FTRE R, FERMHIRYRATBEE

AR DA -

SHTL (FF 543 H)

& - BHFEEOH

Table 3. Examples of non-enforcement administrative actions and remedies that may apply to research
orgamzations for noncompliance with disclosure requurements.

Category

Examples

Citation

Monitoring/ Financial and performance reports 2 CFR §200.329.
administrative 51_te Visits . Monitoring and reporting
actions Video conferences. telephone calls, e-mails program performance
Specific award conditions 7 CFR §200.208.
Require pavments as reimbursements rather than in advance _"—Spe cific conditions.
‘Withhold authority to proceed to next phase pending evidence
of acceptable performance within a given performance period
Require additional, more detailed financial reports
Require additional project monitoring
Remedies for Require the organization to obtain technical or management
noncompliance assistance
Establish additional prior approvals
Withhold cash pavments pending correction of the deficiency 5 CFR §200.330.
Disallf_nw all or part of the cost of the activity/action not in Rem_k—edies for
compliance . noncompliance
+  Wholly or partly suspend or termunate the Federal award
*  Withhold further Federal awards for the project or program

Hi #t : National Science and Technology Council. Guidance for Implementing National Security
Presidential Memorandum 33 (NSPM-33) on National Security Strategy for United States
Government-Supported Research and Development. A Report by the Subcommittee on Research
Security, Joint Committee on the Research Environment. January 2022. p.13.

@E# A (Information Sharing)

- B#E9- % NSPM-33 DIHE H I3, Section(e)'(:‘gbéo

KT A X ATEEOHNE, NERKOER O FTREMEIZE T 2 A B g r b T
DIRMZRAMEIZT D & LI, 2O LD RIAEN, 7”7/1’”“/*"?3%@{1@@@[3’9 - BBy
RRELEET 7DD X I ITHIREN 2N OV TORFELRIET 5 2 L1600 ThH
Do

s HAX L AHBIZ, LFOBHATH S,

69 “Provide clarity regarding circumstances when agencies may share information regarding
violations and potential violations, and provide assurance regarding how such sharing will be limited
to respect privacy and other legal and reasonable protections”

70 “1. Circumstances for research agency sharing with other agencies information about violations of
disclosure requirements

2. Circumstances for appropriate research agency sharing of information prior to final determination
of a violation

3. Mechanisms for research agency sharing of information regarding violations with each other and
with the public

4. Mechanisms for research agency sharing of information regarding potential violations

5. Proper sharing of information about violations and potential violations”
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# 221 : MEHILA| IOV TOEBH A ¥ AREE

KFFIFEOREIH (BT - BB 45 25R) |

WZARDFHAE - o) (BT 543 A)

PRITERHEIE (WHFEHRL - IFTEH ~
DIRFE (R 2 HRICHOWVWT O, BB TICH T2 ERZFT)),

AKX O— TR & AT D 720 D7

@EW@ ZRIT 2R
1. SEFREFAE T 23 B 35515 S B4 % 1 i & fh B R R B - IR T
&I DRI
. R O RAERE RN B BUNE T G B 2 B33 - IR T
LY
3. HRBUNAE T ERATHICET 1 E . #ERBUTE T — IR T

4. EIRBUNE T ANER DO AIREMEIZBE T Dz AT 57 —

BEGE -l

L 77~

(Rt

D DAL A AT
AT % K OB O ATREMEIC B 5 fF @@ vl e A7 o — IR T

GOWfsEEx =7 1 7r 27 A (Research Security Programs)

- B9~ 5 NSPM-33 DI H %, Section 4(g) TH 5,
c AKHAZ U AORE, T2 T4 70T 08, fF5E

FREAS E D KD IT

iz d Z LD S D 2, £, EBUNFEITR ED X 5127 v 7T AONERFE

ICHEEKT 222>\, Bkl T 2] 2L ThD,

s HA XL AZLLTO QIEBIZHOW T I TWD,

71 “1. Requirements for research security programs

71

2. Determination of which research organizations are subject to the requirement
3. Standardization of program requirements across organizations

4. Process for finalizing and implementing the requirement
5. Development of research security program content

6. Ensuring that cybersecurity elements of research security programs meet the objectives of the

requirement
7. Certification of compliance with the requirement

8. Discretion of research organizations in structuring research security programs
9. Timeline for research organizations to establish compliance”
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K 2-22: R EXF2VT 4 70T T A COWTDERBIA ¥ REE
KT ITZORFH (EFRET - ERBCPEBIN 2 ZR) . ARIISHARFE (FF5EHak - e~
DIRFE (R 2 HRICHOWVWT O, BB TICH T2 ERZFT)),

HHENE ZRIT ZHRAG
1. e X2 U7 4 70 7T A~DEREER EIBEIT | BRSO
2. EOWFERENERFHDOMN R & 72 5 D ORTE EIET | ATTEAE
3. AR 72 7 e 7T WBLREIH OIEYE(L, EIET | ATTEAE
4. ZERBHDRARIE & o7 v A — OSTP (NSTC #f

eXx=VUT 4

/NEEZ, OMB

kY

5. Mt X=2 V7 4 7u /7 ANEORED-DDHE — BIET (e,
R 2R HATR SR D HR National

Counterintelligence

Task  Force
National
Counterintelligence
and Security
Center)
6. MREX2 VT 4 TR T TEOYAN—X=2 T | BHAEIT | AR

A BHREDN, BRFEOAMIZEEL TS I & &R

T 5,

7. BRFEIH~D WA DIEH HIAEIT T 7R Ak
8 Wt xa T 71y T LAOREICEITHHF5M | EHET T RE Ak
DB

9. MFFE N 2 T T A T U ARSI T DT DD X A | AT iR ki
LT A
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(2) 2022 FEEDE) X

(a) The CHIPS and Science Act of 2022 (H.R. 4346) (2022 %£8 A 9 H)

The CHIPS and Science Act of 2022 [% 2022 4 8 H 9 HIZ /A 7 KFHENES L, R
SELT, KETHEEREZAET LA 8T 0 7ORIMICET 21881217 5 72, CHIPS
#:4 (Creating Helpful Incentives to Produce Semiconductors for America Fund) % &%
L, FOEEERMIET2FONEE T,

A%, Division A (CHIPS Act of 2022) &, Division B (Research and Innovation)
D 2 FMER TH 5, Division A TiE, EMEA T 4 71 5 4R T 527 NV &5tk

(appropriation) . Z® 5 b JEUHFZEBIRIC 110 & R B35 2 & KEWN O =ik
MR DT R B EBAEBR R ENEEN D, o, PETOEREGERR IR
HilfR 41, CHIPS &4 & FEBFAPEBROZAGHE 1L, LA —F v 7 OREZFRE | 10 4
HETOEERGE DR ZEE LT 5 Z EDNHE SNV TVW 5, Division B TlE, #FZERHE
v 7T MMIHT S 1700 {& FAOSHHER (authorization) 7372 4L, NSF (810 & R
V). DOE (170 {8 F/v), NIST, Z Do DOC % & TefEE D FHEEI DM ZEBRH A =
TT 4 7Tk D b AR OE O SHHERSFR A STz, 72

F7-. ZOEAT, Division B IZHFIEE X = U 7 4 IZBT 2 HE A &1 (Division B :
Title ITI-National Science Foundation for the Future, Subtitle D-NSF Research Security
& . Title VI-Miscellaneous Science and Technology Provisions, Subtitle D-Research
Security 72 &), ERMIZIZ, £ 2-23 12T X912, LLFDO X H 72 NSF (k9 2 ERBE
EEHATWND, B

Research Security and Policy Office Za%{& L. #FZEBHFEBIAL D H55 & O NSF ~
DIERBARICET 2 U 2 7 3l &2 Ehi 3 5 MR Z T 542 2 &,

MR B-CIF S E N X 2 VT 0 VA7 AR LR CE 2 L9, ML L2 U R
7R o Z —ENLT D T

MREF2V T DBEEHEEZRE L, REATANF AL ) V=227 5,

¥

72 Julia Jester, Toby Smith. Chips and Science Act. Association of American Universities. ARIS Office
Hours, October 28, 2022; About the "CHIPS and Science Act" <https://beta.nsf.gov/chips>

73 NSF. “About the "CHIPS and Science Act"” https://beta.nsf.gov/chips
https!//www.whitehouse.gov/briefing-room/statements-releases/2022/08/09/fact-sheet-chips-and-
science-act-will-lower-costs-create-jobs-strengthen-supply-chains-and-counter-china/
httpsi//www.aau.edu/key-issues/chips-and-science-act-summary-research-security-provisions
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% 2-23 : The CHIPS and Science Act of 2022 DHfFEF =2 U 7 4 BEOHEEDOHE

M ITERFEE (EHET - BBl 2 2:K) . RiFSaRFEE (WFEMk - iF7eE~

DOXEE (R D RICOWT O, HHEITICHT HEREET)),

TR - XEOXER N2

KFEEREZH | AAEAAMEH 227 7 & (Foreign Talent Recruitment Programs) ®4H A K<

firBCR )" (OSTP) | A »AFRk (Sec.10631)

- (FY2020 EF#HeEL 1746 SRICESERIL INTZ) AFMY—F 770 —7L

HHE L BRI L. AAEAAMBERE 2 7 AT A — Lz A
NI A v &BAMT 5 &% OSTP IZER, A N7 A i, SEaFsergrs o

RTOBEPINEANAMBER T2 7T MBI 52 Ltk L, SEAAER

M7 v T AOREEER L TT 5, 2021 FEEEMEE 223 KICHEV.

TRSCBIR R EEE O E B 1X, SAEAANMBER T 7 7 J L0 - WHiE - Buk
DDOYEFETHIGAITHERIAR LTI R6T, £o, BEOH HH4EAAN

MERAZ e 77 58T 25 LiFTERuy,

a4 HEpANE AN M 7 2 7' 4 (Malign Foreign Talent Recruitment Program)

(—EBIL, BRE | ~DOSMDOELILE (Sec.10632)

RERAIRSEE - | - SEUEERAIC K L, RSB EIRE T B R0 —BR & LT, REFRHEUIE

WFFEHERE) DRAEF. BAIF . S EADNBE A EAAMBER T 2 77 2L T
WRWT EEFET 2 K 9RO D HEt a3 5 2 L2 ERT D,

R LV E a2 —F 57D OER A SRR ER 9~ D HERFT 5 (Sec.10633)

- AEABERSI, EREITS U T, WIEBFBIR D REEE ISR S e 2 T O
IZHOWT, SAEAAMEER 7 0 7 T A~OBINHAH ORKE, @ihde. i3t
E AT, NEEE~DREM., ZOMOEEEDET LEET, MEEEEENT
% X OMBITRD 2HEBRZH LT\ 5, AFZEREE & oo B, 20, Bipké. W
ED ., HEREN E T AIEE ORI A ET S, UIHEREN R T 2168 & OB
AU SHED L S n2Ga. SRR & S EBIR. PBE O T
Bipi & OERSN . BIECERDOHIR, B DA I/ T 2Bt T2 Z LD TE 5, &l
FHEBAIE, R RITBUEENI O DRINT, R TORNREDT T A N —5 AR
L, EOES IR AR L, JREFICa A MM AR L EFF T 24%
DEHZ DD ERBELH LD XETH D,

HINBUNIF IR 4 % 1 5 AF9E3E : R X = U 7 ¢« AHEZE (Sec.10634)

< BEFSFEEIE, SRR S DNERFEO L LT, HiEEICEH S &5 45
FITFIE X2V 7 OB T GAE 14FELN) 2FGET 5 &0 ) B Z2i%kT
%o

© K5 - WRSEASBEIE. BA SN TV A ERSENED L S lEET LTS Z
L wFEAT 5,

X2 ) T A FHEDONEIE,. A N—kX= )T ¢, EBEILFENLE, #EIE

Wi WS DO AN, EAOEY 2 ERICET 28, BFHRER, EEMHEK. Fl

WA IZE R E YT D,

Comptroller WoeE 405 (Sec.10635)

General (GAO & | - Comptroller General (XGAO DE'E) (ZxF L, HFFEDZDICIG S S L5 s ER

) MR CTE 2 ERICEAT 2WELFMT 52 L A ERT D, ZOFMAEIL,
WFED T2 DITIRE S 4L DM ERRME DA T & 2 &0 &, ffH, BERCET
LMz S b D LT 5,

NSF Office of Research Security and Policy & Chief of Research Security DHEfF

(—#Bi%, NSF— | (Sec.10331-10332)
e - W% | ‘NSFIC NSFEEEREMIIORL L H AL DT NVE A WAK v 7 %8+ 5 Research
=) Security and Policy 47 4 A ZH#ERi9 5 2 & A ER,

Office of Research Security and Policy {2V A2 7 & & % > kD EitE R % 11 5
(Sec.10336)
- NSF OE:EE = (0IG) &##E L T, NSF Office of Research Security and Policy
2N, WFERHFEBI AL D HIFEE & NSF ~DIE#REARICOWNWT, =72 Y — 2 D547 -
FENTY — VORI EE T Y A7 5% £ g 2 HERZ 57 5,
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ER - XEOHE

N

NSF

(—#Bi%, NSF—
WrIEE - W e
2))

Fr T4 ) —ZDB%E (Sec.10334)
« NSF (2%} U, AFFEREAR & OME AN OFFEE T I,
— 2% T 5 K O i,

wHtEREGLA S TA ) Y

MFEARIEREIZ DWW T DAFFED AT (Sec.10335)

« NSF (kU HFEARIECIIZEA T 7'V T 4 DIEE, BERFIEATAICES 50
ek ate, WIFEATACHIEERBEIC B3 D A8 & X9 5 72 D DA SEBh Rk % fikisi 3~
DT & EER,

HTb A EBIT OV TORFE (Sec.10337)

- BTb A WEERRIC OV TOHMEIZEIT 5 2007 4 America COMPETES Act @
Sec.7009 Z#{EE, ANA RV#seE. #HE. LB EE DD L 5 BHE IR,

< TU T T AE, AUE— (FEHREE) OFI. A F— v T TR
Y x 2 U T 4 OBBITKTT 5385 % 5D B 72D ORI, H R B - R -
B EICET 2 A ST 2 & 25,

Motexa V74 - A7 7 VT o IEHRIEE 57 % — (Research Security and
Integrity Information Sharing Analysis Organization) ®#E (Sec.10338)

Controlled information ~® 7 7 & X & £FF O W 2% 4y ¥ % [F € 3 2 &t M 1E ik
(Sec.10339)

« NSF (2% L C. ERIEREE= (ODNI) K OMbomEFEEE & o b, 8

WE R Z &t NSF 2389 2059808 T, controlled unclassified 1%

(CUI) X% controlled classified |G ~DT 7 B A Z LS FREMEDH D B DA

REET DB ZRET D & &b, HFIEBIEICEI L T < NSF #%E X% NSF ff

FeBAR B D xf 53 12 CUI i controlled classified information ~®D7 7 & A

EBEMNGTHICHIENVT2a—T 4 VP2V ARITH T & EER,

LA TP o ikiE 2 W e B~ OB SR OFAIZE IR (Sec.10339A)

WHZEfm B - 2R EIC OV TABREE OB L KD L (Sec.10343)

-NSF icxf L, FIEFRGRE D OREREBE 2 . BIRESREOH % (instruction)
ZUET L. AR B OSTIRICHESL b, MBRY - B E A 1RE D & LT
BHDEEFGHEMNTD L EERT L, FIERGREOEREEE L, NSF (3T
hoT IRGICTRATRE T EE(LFEEZR Y X 7 (readily foreseeable or
quantifiable risk) | & FT DN OWTHRER T A X 2 2B EkT 5,

TRANF—HE

B

et = U7 4 IZkHLT 5> — L DA% (Sec.10114)

-DOE EElzxt L. EFIEREESE (ODNI) MNEE L7 & R % Kk U 7= B 280
VR~ ) w7 R, X2V T 4 VAT ZEH - BT 572007 —
NRTuw AZRFE ML, IRERDIEEO T CEMSNIE N G257
KE O EERERD Y A 7 ROKEDEFELZERE~DOZBEEHB LT < 55
X 9 B,

GAO

GAO (Zxf LT NIST Ot X = U7 1KY >—,
WP 24T 9 & 5 B3Rk (Sec. 10247)

7u ka iz oW TOFE

REFEEDTTEH B

NSF 1215402 & OB @R O A M &2 BFEH S (Sec.10339B)
- WFIeHERSIE. B4 NSF 12k L, EREN LT 0, YNBSS 54 E
(foreign country of concern) R84 2 S EE AR b EHE XIZRBHIC 21T
% 5 7 BV EOBEOESEMICONT, BERCEOR THRE Lt hiEns
VAR

IR SN DA SUIEIEDEE LR, (Sec.10636)

« ##% D NSF Directorate for Technology, Innovation and Partnerships % & e,
RBEDOT v 7T KNI T 28, 7UV—FK, Fur I a0 I ZOMoOIEE %
ZTFHZEXEISNTHZ L%, BEFHE SN AW IEIHIE (persons or

entities identified as a concern) (ZZ51Ed 2%,

Hi#i : AAU. The CHIPS and Science Act of 2022 (H.R. 4346): Research Security Provisions. Last updated

August 8,

2022. <https!//www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Science-

Security/ CHIPSandScienceFinalResearchSecurityProvisions.pdf> %1250 % 1EAk,

37



KR TR THF%e A > 7 U 5 1 (Research Integrity) (ZAR 5382 « 4947 (G543 A)

(b) OSTP 7 v 75— h&E#HR D R*& (2022 £ 8 A 31 B)

2022 4 8 f 31 HIZ. RENFHFAHEINECR)R (OSTP) 13M5Et ¥ =V 7 4 ICBHT 5%
FOFFIE B A FEE LT, KERFHAT2# (NSTC) off%itx =V 7 1 /B2 (SRS)
X, BRBUFOMIEEIT. et ¥ =2 U 7 G822 85T 287, R aIa=7 1 & H»r
A2l > TEIEE L, HRHFE BB Bk &L RN TR 2K 2 iR 9~ H WF 958 o
TELE RO 22 R 3 S RO B 58 I % 5Tl 4 5 72 D OB HERY 707 — 2 7 ¢ — )L R LGB R DOFR
REOIERIZHED) LT, & TOMEMPHFE R, a7 +—~ > OB
AT TEHEHT ZLICRBELTWD, ~"T Yy r7aXs e bEa—07 k23 2022
£ 8 H 31 HIZ Federal Register |28~ 341, BAGE S, 10 H 31 HE TEAN RO B

7=, 7475
KEFERZI 2=F ¢ LORS

SRS 1%, 2022 FKIZ = =T A bk« TU—] ZEHITK 40 OFHRD D E KA H
W, THD OMMRIT, KON - FSLRT, Hix R E B 2 (R T 5 B, 5T
X2 VT 4 AT 7T 4 OBLIZEY M IEE R, FrCT T RT AU B ALK
VG R NTARERD A I 2 =7 ¢ RET 25490 - #EEEHR & KE DT =
VAT LCEBRT DM ENRET OO THDL, IRLOMErOIRESNE
T AT T RREEE M RIE, NSPM-33 5 #FOfkinI 72 e & FEMICKME N Db D THY |
OSTP & SRS DA U NR—=RKEDHE I 2 =T 0 LB ITHZEIZaIy FLTNAHT
LERT, LLTWD,

SRS (% 2022 kI, B & Fox OFATEHNE £ L DT ANeHwEELRET HTIE
Tho (%2023 4 2 HRFR TARIIME CE W), 7o, fFEROCIFT= 7= A | -
T U—%BIT 5 FET, KRS, HIFOKRF, ERICBADZNRY:, B A=y 7 R0
KF. NTANNT LY ZOMODERELE SRS 2 KE, HIBOKR?, 232=71
ALy INLOEREB Z EIZELBRENEDZ L THD.

74 An Update on Research Security: Streamlining Disclosure Standards to Enhance Clarity,
Transparency, and Equity (Morgan Dwyer, Principal Assistant Director for National Security, Office of
Science and Technology Policy; Christina Ciocca Eller, Assistant Director of Evidence and Policy and
Co-Chair of the National Science and Technology Council Subcommittee on Research Security, Office
of Science and Technology Policy; and Ryan Donohue, AAAS Science and Technology Policy Fellow
and Senior Policy Advisor, and Member of the National Science and Technology Council Subcommittee
on Research Security, Office of Science and Technology Policy)
https!//www.whitehouse.gov/ostp/news-updates/2022/08/31/an-update-on-research-
securitystreamlining-disclosure-standards-to-enhance-clarity-transparency-and-equity/

75 Agency Information Collection Activities: Request for Comment Regarding Common Disclosure
Forms for the Biographical Sketch and Current and Pending (Other) Support. A Notice by the
National Science Foundation on 08/31/2022
https!//www.federalregister.gov/documents/2022/08/31/2022-18746/agency-information-collection-
activities-request-for-comment-regarding-common-disclosure-forms-for
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TV H IV KEERIERR]F  (Digital Persistent Identifiers)

WFFEE DN RA7: PID R Y O — 2R ET 572 DICHE LR, ORI, B, 266 -
DBREFHIZHLT H72, SRS 1X OSTP & = R/F—ANTHET HHTHFHREHEL
7252022 4 3~5 HIZFIFETORENFEE BB 5725 Z O PID %7 7 v — 713,
7 RO EBME LTz, #F5EE PID KU > —DRE L EMICET HER, A NTT77 T
A A, BENBSER ST, RV 7 70 —713 SENBORSLRE L FE il LD X527 7 e
—FFTLMNCHONT, LY BWEREZRIET D720ONEY —LF v FEBRAFE L TWD,

NSPM-33 @ PID |ZRHT A HEEEMT 27-ODEMRZ2 Y a 0k, a2 H 5D
PID %, J@EELFE T L 512, BEIR, WHERR, i & OEERE @ L IR OIRIEIC
ROZEMTEDLLICTDHI L THD, WFEFIZESD PID &b 5w 5B HGE >
AT LIRS D 2 EnTE, ABRKBEEBENRBEREDOI AZBO T LN TE S, E
LORLRDO0, THFRART —F 7 4 — /L FOEHENLTH Y | EEREHITT DD
MLENERIT & PID BHRE OR G IZHIEIC T 5L D & ThH D,

MeEttx=2V7 47077 A

MoeteX=V 7 470 s T &b+ 572012, SRS 1L NSPM-33 i /A & v A2
WENTWDLEM L, 2022 4£0 [CHIPS and Science Act] DEZMAT LT, & 5HIZH
MElZT 2 L D18 w 7, NSPM-33 Tid, 2 4R T 5000 /7 R/LLL EOEFREH AN B AL
&% T HIFEEEIIC X L, NSPM-33 L B9 25 Ml A & 0 AN ED Iz A 7=
(X2 VT 0 7u s T 0] 2 C0D I EEZFFAT 5 L5 EFREHE AR/ RS
MERTHZEZERLTWD, ZTRODREHEIZIT, X2 T4 70T 080 4 5
DFFESE, T7b bt X 2 U7 o HE, WNERMtExX 2V 7 4 P4 —t
X274 fiHEX2Y T 0 WMEIZSLTC) BEE 5, CHIPS and Science Act 13,
WFEt %= U7  HEICET 22802, S5 EKBE L2 DM OISR ORRE & LT
BB FHEME S OZMEHFET 5T X TOFITIER LT,

WMok Fx=2 7 70 s T LOBMAN, IO 2 X N R OVE A~ O 8 & /)
FRICHIZ THi7T2 S5 K DI T D70, BFBUFIL, FEATA X AL & S HIZFEICE
HERETHTETHD, HEtxa )T 470l T ARHEORERT, 2022 FOFKITIERX
T Yy airy ME LTRIATE DXL 21225 L PEIN TV, Z0%, O
T, 2023 4 2 AR HICHEENRARINTND (H49 HESH),

() KET7HT I —REE [KEOEMEMZRES S| (202249 29 A)

KEDORKT BT I—X (KBT - L% BT A7 1) 13, #EE DREOHENE
N tR#ET D (Protecting U.S. Technological Advantage) Z1ER L. A —7 0 3R A L5
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FORRICINT, ERLEREIZ L > TERIRHICHER B2 W RET 20 o0n
T, KFEFEFSCHEMBIFEBE~OBORIES 235 & & bio, [RIRHEITLE 2R M H a3
MERE SN D%, BIRE (OR7. dUESLAFZERT, EBUMHERS . 15 @ekR) ofcoE R
RSO IR DEERR D 7= DY L T > TV 5,

£, 2022 4 9 H 29 HIZARINWEE DREOHMNEMN 2 R#T 5] 1L, EHE
OEP EFENZEE R (DARPA) LOREFRFEME (NSF) OKEAZ T, A—7 xRk
B ORHRICB N T, EFRLEREEIC L > THRIEANCEE 2N OR#EIC OV T L E 2 —
T o720, ERLZEREIC L > TEHBERFEBONIED FEhi & EEICRET 2 BOR & FEikx
BRI R ZEE R &R L. BET LI RICES VT D,
KT 17 I —X7) DARPA & NSF IZHRF 2K INTZOIFLL T D 3 SOEMTH 5.
77
1. 4 HOBFREICBW T, BUFEEEHEIE, FFEORIiZ2R#ET 2 L L7
kDA TV a v OREEREEBE LT, BZRORBEMEZ &0 X9 IZFHG ]
RL. 74T 7 ORE~DOBATE ST E D,
2. WIFECRA SIS FHKEDOEZF L RIREICEHRREEE 5 2 5 ATREMED &
DHESRDAPE L T 2 G- CHIEOMEN H 2 & TIX, ED XD RiFRK
DILETHA D),
3. WHgE. ERE. P L. BNOREICEIE T 2O R BORA E C, KENESRIT S
DDA FEN TSRO KEARLOCKEIFREEZ DT D~—r T 1 TR
b2 INES 2 DIZELD S DIy (FRICERELERE LD —F—2 v FItE - T
BEEREMIZOWO)
WEEOE 6 HiL, B E HAORFRITCKENEIN 2 RiET 2 B> WT, ZERD
eSS 2 EVTNVD, (F 2-24)

76 National Academies of Sciences, Engineering, and Medicine 2022. Protecting U.S.
Technological Advantage. Washington, DC: The National Academies Press.
https://doi.org/10.17226/26647.

77 6 E.op.11.
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F 224 : KET HT I —AHEE RKEOBREBMAZRET D] ORE

fEE 1

- OFEBEIT, KFEFEDS (executive order) % i@ UC, FEAEWFIEIXAIRE/R IR 0 IEHIRO £ £ TH
LT ERKEOFHTHD Z L AWHEICHERT XETH D, SHIT, RFEEDIE, HRK
FFHERE & e U ¢, B HiECR B (Office of Science and Technology Policy) (2. Ki#tHE
FOFITND 120 HLEWIZ, BN FEREE L HIIR SN RREOEELZ ED D & 9
IR TRETH D,

© S BT, KRFEEA T, EMBOFHERICR L. BIp@LR 0 F TOERICTHOW T, BEANZ
WYL BREAIRE L, 4 — 7 U RIFRRE CERIT T AR EFORE R AT D L 95
RTRETHDH, ZOREEIT I, WhRDHIRCHRSNLHIEL, BE&RtEz=217 5
FE OWFFEB RN DO B S, B2 21T SRR EER TRV &
EHEICRAT NS TH D, (p.79)

7E 2

CKERFEME (NSF) 1%, BIRESICRT 2 KEO Y — 7 — vy T E I B 728 i
g8, L B AM OB, B RFICRAIRARKEDO A ) R—=va VU AT LD
FERT HDERLICHEE L, 3T 2088 H 5, NSF I, 2 OBRIfhoE HRF AR
K%FZ, WHoeHB. BEH., MRENUGELZBZADRETH D, NSF L, Z OB
235 180 HLAWIZ, FRERSROFEM AT Lo EZAERT 2 0ERH 5,

C INHOPERERICE S X | BUREANBOR ML, HOTFZeRE . E L2 AREE . EEE L
B L ENOBEAM OB, EEFE G ) OB S ORISR O 7= IBEFH 72 A
MaKENCB & AHTHERFT 2 2 2 B E LEZBORSL T 0 77 %@ U C, BHEEilck
F2Y ==y TS HEFER A RET 5 XETHD, (p.81)

25 3
- BEFRZeRESH (National Security Council) . [EF B8 k<5 (National Science and
Technology Council) . [EZ## 2% (National Economic Council) &, KEOHIY — &
— ¥y IREDOMOEGRIC & o THIEHYIC HE A B RO 2 R E LT 2 72D DE
ST e A 2% L FEETH5&EThHDH, 20T 1R, FEBICOWT, BIHHER
MY A ZITKHLT BRI 2 B Y R 7 F PR K ORI R E DR EN G D &
Thd, ThbDU A7 EHEIEOFATIZ, TBUNEE] O7 7v—F 2Rk 272012,
LFROBTHM T AL o THEISN, BESNDILENRD D,
 ZOHETEY A7 ERT n R A0 bEL L8 IKIT, UTDLB) &T5,
> EFROREOZEREIEEY G 2 D 8ANEEOE R Z . MR T ADTE S
PITRVWEBTERTLILEVIERT, 7077747260 THD,
> ok O E, 1TE), BX. BAOE AL — SURBIEE | RETREHIN, R
TERWEINCBT 2 BB U 2 7 ZEOHWIT IS CEIKIR b D TH 5,
> BT BB L MESIEIC OV T ORFOHEMICIESNTE Y, LEIDS U TRE SR

il
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HEWHHT, ALY —Th2,

> EHAEEL O, REKAMNERE ZE S (Committee on Foreign Investment in the
United States) OWRERE, HIFRED OO IEIERAD=XLN, URT &8
SRANRBOUTE S 2 £ 5 R ETHR - RSN OMEN RO TH D,

> EICMHERDH Y | FFE SN EAN B 2R, B, ERLEREOREH R HFEIC
LDEH R L E2a—DRRLETHAN=ALND 5,

> BN RERTH Y BEOREBOER 2 IEX6T 5 K5 280k, BE, 17AFICE
BB 72N 2 & R T 7DD EMNRRE LR H 5,

> KEDOA ) RN—=ar s V=F =y FICAREPOFH L RWEEZ 7253 2 &
MIRNE S, BEEENINNE S DEFMT 5, (p.83)

254
- EFERFA I SE, ERZeRESHE., EFRRFSHIT. BIERICEE R T T v b7+ — A

ZRFE L, ZOBRFE. B, R A AR E T 2 WM ) A7 EHEERIE 2 BT D720 DB

LWBEORPL A2 & R TR T RETH D, ZOFH LWWHHHADOER I F 25T &% T

o5,

> KREOHIZRICE > TRARBFFEDEMN T T v b7+ —b&ERL, HETHIZ L,

> BXa2 VT4 ATV T 4 MHAEMAME, HERE, o— P —fIE O MRE R E
E. 7Ty N7 4 — LBFITE 4D R E HANRVRF B O R E I RBP4 B9 5-
I¥BHZ L,

> EERR RN 28 FIRWBE, Bl e —F, BEWE., a7 oY B
ERITHIBER L. 7T v b7 4 — LB SUIH A OIS RIMR & fe sz L B
TLHOOER B LIEBINEEROBIEZET 5 Z &

> WHETZ o T —LORICEET S EX 2 U T MIEEHOMEICH T2 £
F RIS ERESL L. BIBEREN ) e [ o7 v Mkbii) BB &Gl - HElFT 5 =
&

DL BO T, AR B & R H S O T 5.

HE1L 212501

BAEDT 7'a—F %, HINPABHE S EH S L2 RPUZHON T, BN DR EIZHES
WTWD, O 1 ORI, KENTHHEIF ORIV CTEEAR 2R EMMEZ2 F% LT
BY ., ZOEBMMETEBOBEAHETFE 17D A/ ~X— ] (Poutinnovating”) 325 Z &IT
FoTFLZENTED, LWVHBLDTHD, & 2 ORIHRIT, HRIKAYIC EELHINI,

BAfE 72 B & FF - 78R 72 b @ (discrete, with well-defined purposes) T&H 5 &9
ZEThD, B3 ORHRIE. T D OEANFIEHE A BUR ORFFEHTCBUN STE O 5T )
BAEFENET., 0%, LVRVHBROLEDICHELEND VI ZLETHD, FH4 D
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AIEEIT, HBE D Y 2 7 F8, RICARED TEERIN) 2 RERMBH, Frf. 4En»
OIRET D LICL - TERTED LN HDTH D,

S ROIFFEITHEFOBWM LN 0 — LR BERRE T, 256 DGEIXHITRPATIE
0, BRSO M TIX, KEOEMENIEZ SED 212X, THTEHL (technology
controls) & H X TARARM 2RO RMLETH Y LW e —F OHEFEEZEHE Z
EPRETH D,

BAEICKR T 2 KE OB RKOEMIEL, Biff~0T 72 2% HIRT 286 Tlxe< . H
BEE WL THENZ WD R LRHET 2 NICRIS LTS, ZOEAMME &K
KA B T2 DITA TR ZZEEIG I, EWNOBIZE « B a v 27 L0 E 2 v —
RERET 22 &, REA /) RXN—F — %R T DO A7 WO BRREEZ BT
BTl HRATROES LRS- T% A ) "= a v AMES ST, ML, 3BT
LIENTEND, BE LAV 21T, TNOLOEKEZIET LD TH D,

=l eI ANE

BAICBIE S 2 U 27 2T D720 OBUEDOKE DT 7 a—F i3, 2 b OEMORT
AR, BOEISHT HHIR, SUTZI S ORI LB HRCABHT R 2 il BRI 5L
DNTWD, FIRFHO A — FLHEL, REABOEROEIMEmZ5 25 &, BUED
Y27 &7 71 —F (risk management approach) IXAZMEIZRA LR H VD . FHEIT K
S TITWNRIZR D RN & D, ZORDVIC, KEBMFIZ, KEERET 5T
OB LWt a ER L. RKEOEI Y —4 = v FICAELD VA7 IS T 27280
DNREVLERIE D EATIET D5 2 LICEREZ S TLHIRETH D, ZNHLOEKKEE X
DATENE, ASLEH & R, EEOEABUMHER. £ L TR THIUTERRR X
— =L DRTITOND b LR, 125 31X ZOMBICHLT 2D TH S,

BE412o0nT

S BOHEWN Y AT ML, TOMEEME, AEN, BRI WT, 7T v M7 — AKTF
L. ZLDHE. 77y N7+ —LORERERER > TS, 7T v F 7+ —4
X, 77y b7 =L EOHLP LB EENT D 2 N TE D8 LW IbF o fassttz
HlEHLTWD, ET Ty N7 4 —LIZEAOKFMEIT. 7Ty T — AT
LIRS A, KE O ERLZ2RESCH S 2 kT A8 2FHE G, 77 v b
T+ —LEZHAT 5T X TOLOELRILI Y, IFFICKRBELRER LW R 425 &k
T RN DD EEERT D, Ty M T A — A EEBEUTHIE T 5ok S v,
Z L CUR VIZEB 2 T T v 2 AT ML, %, 85, BB E, B, Edrs
P 2B OO T, UIRFEHESLCEERS— ~ T — L ORT, EREUTO
TRV ZMEETH0 LR, 5 4 X2 oREICHLT s b0 THD, ™

78 [d] I, pp.77-78.
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EERERRGR & L TR, LR X 51z, RIMEET, ®4/&%vayk&ﬁ"7é%
WEHOENL I 2 8 6D 2 T2 DIZIE, BT WFZEER BE & U HIBR S N2 BREE D /N T o ANV
HThD, @*l@ﬁ%i U A7 LAlE $®A7/x%ﬁ@ (ZHUD 2203 5, WFZETEEhIC B
WRBRRE AT 5 LA BT RETHL, OKEDOAS /) N—v a2 av AT LEE
DT, FEAT OB & BT & 0k - T 5 Z LS, FEOHEMZR#ETHZ L LV b
HETHDH, L LTWND,

KEORKE A BAEIL, A/ X—3 3 v L HEINCRT 2 EIE O EN A R RIRICE O 5
ZETHDIRNETHD, R EA /=y g 0F, KBNS EE L
DT, ZOHMZENRT D7D OEEREFRIT, AN TIIERE CHEUICFEITTE D
HEORERETHIETHY, TR TRZE TRICBIT D KED Y — & —
v TEARE L, BT A Z 5 T, IR ORR 2R e T2 L TH D,
KE DR & ST 5 T2 DA — 7 R BREE N Y TR WRFE D 7 — A 2O\,
%ﬁ%ﬁ&wD)Qéﬁ&%i\ﬁ@:ﬁ@éﬂtﬁﬁ%%%k?é%m@ﬁwx%%%
IZHRET D U AV ERICESSREEITHI RETH D,
BN EHT 24T 5 LT KENTA — 7 e F7eBR R BREE & il IR S 7o B S0 BR S BREE 00 i 7
EREOZ L TRIRESD ZENTE D, A— 7 e FSEERET &3, 2N, I, AR
(2B D HIBRA LD 2 WBRIE TH D, R T o ADA T 7 U T 4 HHRT D
T ODIERN L BEIENEGEENTWD, A—T U RBRETITONDHIE, FL—=7
HEIL, MEEOFTHELEEZ O, BRAOLOOANEN TEHFN LM EER L, #HL
WT AT TRHI OB EIES L5720, KEICFEE 7267, =7 U REET
ZOMFEEITH L, EHRSCAOBENC L o T, i vy R SEUS AL T
LEIEWVWI U RITZHTELT, Lonl, 4/ _X—var—F—|Z&oTIL, [HHIT
HOURAZ 2B L., SOICHLWHINZ ST 520N TE 570, 1TEA LD
BIRIEENCBWT, =7 b AV v NIV A7 % kRS, £ /7 _XR—va v —F—
Ervot H<ED Z&ENTES,
FTRCOMIEBHEGE N A — 7 VEREICHE L TV Db TRV, 1ZE A EDOIIER
BEBNA—TVREICEHL TV, LL, FREOMRICE W TIE, g, %, &
PE, ROBHE T 2TEE %2, 200, W71, EMOIE ., ROFEROME & % IR 2 HlRA &
BICHACIAD D MER S D, ZHUE, Fik, /v w AR, KOHIROFIH, ik
%Jhaq*é&% AT DX O ZFESNTEAXIZRESND Z L ZMHEICT L7200 TH D,
ZOXIRGE, BRFIEEENEZILDD VA7 E T2 1%, 2O X5 REET
ITON D FEORNEN & AFEMEICKT T D HIROER R4 LR %, KEOBKIX, &50F
FEEENCI b L2 F A TOMRBERAHEET 52 LICL->T, ZbD ) 27 DY)
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NG U AHWD EVD HIEFRFOREThDH, ™

AH . KENTME & O AMEEBAOBMLICER LTEY . ZAUSITAE A SUIAEE

DORFERLHEMNE Z KENGSIER-OT, SIEBELIZV T2 2B E LIERED
T TG AL EENLTND, OB 2BHEDOKE O INIE, WA TR T
HU . SHAEAAMOEHEZRET 20010, KETHRSOHEIZZ24MNEAAM T 7 7
T L~DOBMEHIRT D Z LICEREZEN TS, —& L7EMEBOR T, KETHROZ
HOER STEM #E - g2k T 2B & | FAELHBHE & LTI OEFH A
MEEZOTL2HHLE 2D T, BUEDBURY 7'v—F Tk, AM#FEEICE
WCEEOEMNMEEZ 52 CETKEOA ) _N— 3 VAT LAORME#RIL - Bifsd 5
VBN Z 3B E L T, 80

S HOMEKGFR T 0 —rLipf ) "= a VU AT KIEWT, I ROFRBIE, K
ERZDA ) R—=va v a v AT AR RNERIZIHO D —J7 T, MENENTER L pgE
BIZB W TRE DB L PNBOUCNL > TETATE A B LT 5 2 & TH D, ZOHK
CHRHHLT D20, KENTH BN 2B L, T o2 EE - pFHEOm 5 B oo (R @
THRNDERHEL, IERTOIXLERNDH D, ZORNERHELE(ET S Z E1E, FFEDOH
MER#ET 2L LD UMD THEHETHD, 81

(BHrdlrZ SRR i | OREL Y —7 > a9 v T7ORRE

2019 4F 12 HIZTHRAZ L 72 2020 47 EL [E PG HEFRTE (FY 2020 National Defense Authorization
Act (NDAA)) 5 1746 ZRIC, KRIEBENRIERINESR)G (OSTP) 23 3HE L, EFRBFEIME
i (NSTC) I KERVFEATOURS S OFHWEND OIREELRETT D720 DETHIT —
XTI ITN—THRET DL L EbIT, BKT T I TRIREIN G AR RN i)
(National Science, Technology, and Security Roundtable) Z&%&E 325 Z & NHE S L7,
MEaald, KERSEVE, =xvX—F | BEEOESETRERT AT I—ALEE
LRETDHZLELEINTND,
MESEHOMEIT, £ 226 DEBY ThD, H 1 FIHESHT 2020 4 11 A IS
AL, 2022 F 12 A OF 8 MM HEEHE CIE TICEH 8 M@ SN TE T\ D,

82

™ [, p.79.

80 [F] k. p.81.

81 [F L. p.85.

82 National Academies website. “National Science, Technology, and Security Roundtable”
<https!//www.nationalacademies.org/our-work/national-science-technology-and-security-roundtable>
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K 2-25: KT HT I—X TRFENZLAEMAESE] OBE

YIS UTOMEEOREERVEBEEZED D,

HEFBEE T HWRER. ERZERERE. ERITIRE

- BB BB, EFBUAFERT. PERESR. R E IR & G o ok E R
FEOFEEGRE

AXE H Y A) BHF O R ORFEHIRICBS T 2 KE O U — & — v v FITUEE 2B A
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HBl . 2020 A EPHERTE (FY 2020 National Defense Authorization Act (NDAA)) 55 1746 S0 #i
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va v 7T, KEBIF N KT 2RO TR REREAE LD, £ O%MT
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ENTHFZEAT) . FEEFIHEES, HEABUMHEES (CIA) o OZMEDRT, LFDO T —~<IZD
W, ENENA 1R DR R L7288,

[EERRY 72 STEM A#F & KIE O BFZE5 4 T)
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(d) “Safeguarding Science” Toolkit dF3% (2022 £ 11 A 15 H)

2022 4F 11 A 15 BICEZEEHEE= (Office of the Director of National Intelligence)
DOKESE - BX¥ =2 VT ¢ ¥ — (National Counterintelligence and Security Center:
NCSC) BH5EtF =2V T 1 « A>T 7V T /T DIRHER ) A7 IZIEE T DS &2 X
T D=0 EFRBEUEES , K7EBIFRE & Wi /1 L. [Safeguarding Science > —/L% v I |

(Safeguarding Science toolkit) Z/EKL CTAF LTz, ZOY—/F v MME, WFSEEGRE
DB RFRROE X2 VT 4 ORZ ST T 7T 4 AT 7®AL, fixD=—XTH
DETY—=NVEERTLZEELTLZLENEREINTND, 8

ZOY—/LF%y ME, NSF, KEESZAEERNFFENT (National Institute of Standards
and Technology (NIST)) . iE#i44 & O H122 /) (Federal Aviation Administration (FAA)) .
REEALE . BT A b AT AR EEINBORR ., KERFHHZ (American Association of
Universities) &3EFRTNCSCIZL > THEIN, AT 7 VT 4, aFRL—T a3 B
ek, EX 2 V7 4 ZEATHIRETHNIEOS 5 KEOMIEEZa T AT LEREL, D
TRTHA ) R=va a2 flET L2 L2 BRLTND,

NSPM-33 Sfii i A # 2 AD st X2 V7 47 a7 A OF 5HHE (Development
of research security content) TIZLL FD L 9 IZFA ST,

BB T, P OFZETHISE X2 VT 0 70 J T AHA AT Z N TE S L
I HHENER T 0 77 L EDIA RTA 2 Y= XA NS F 7T ¢ ADBAR & IART
DD OEREN RN CELARUET L2 TETH D, Frl, BEBH#EF R 74— X
(National Counterintelligence Task Force) DOfCFEREEIN, KERHE - Ex=2 VT 4>
Z—CEfE LT, RN E X 2 VT 0 TR S T AR N L= T OB AT

83 Openness, International Engagement, and the Federally Funded Science and Technology Research
Enterprise - A Workshop
<https!//www.nationalacademies.org/event/08-29-2022/openness-international-engagement-and-the-
federally-funded-science-and-technology-research-enterprise-a-workshop>

84  “Safeguarding Science toolkit launched to help researchers defend scientific integrity.” NSF News.
November 16, 2022

httpsi//beta.nsf.gov/news/safeguarding-science-toolkit-launched-help

47



KR TR THF%e A > 7 U 5 1 (Research Integrity) (ZAR 5382 « 4947 (G543 A)

FTIeOIEHTE D a7 oY LFERFR T 2, #AMBUN I, MFERRE T O et % =2 U
TATRT T AERKOFEM Y Y — AR MR L2 U T 0 e ST AT
HT20IZE L) Y —A&2GHala=T4aryY—vT LAOBREIET LI L E2H
BT AMEND D, EE ERRERIEY, 7' s T ANEORRFIX, BUF &Kk & o LRESE
LIRETH D,
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1% INSF (%, BRI O R— F F— L LT #H LA T 4 > d Safeguarding Science
Y=Ly I\ODEﬁﬁfzﬂE: V74t rva vzt cE s zE LB [ZoavTr
> % NSPM-33 FEMiA X AOEEZEH LEDOEDHZ LT, BUEETHTOMEE F =
VFAA =TT AT EZOHA XL ADEREFRNI VR TCEL L5135, B
HIE T 2 =7 A IR OERE Y — NV EZRIE LT A Z E 2B LA LTINS &
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F7-. NSF £E ® Sethuraman Panchanathan [Ki% [Z DY —/L% v ME, fFEEN A
— 7 VIR RRIBFE A AT O 7o O ORE A Z 1R 5 L FIRFIC . WEEOER 70 E OB B A T
TN DREE LT DD TZOY—vF%y NI, R 2 =7 ¢ OKEBUH
DOFF: - IERERE L EEE L, U A7 I T 2720 DIER, XA NT T 7T 4 A YV —)%&
HH L, T a v AT LOBRKEMHRT 272 DIZEBEW ) & #etE 35 NSF OBGHZ R~ §
LDOTHD] LIBNTND,

Safeguarding Science
Research Security
Academic Resources An informed, empowered scientific community is best positioned to assess
, emerging technologies and their applications and to design measures to guard
Cybersecurity against the potential misuse or theft of these technologies. The National
Operations Security Countenntelhgence and Security Center (NQSQ) has partnered with multl;?vle
federal agencies to develop an outreach initiative, “Safeguarding Science,
Counterintelligence designed to raise awareness of the spectrum of risk in emerging technologies
and to help stakeholders in these fields to develop their own methods to protect
Insider Risk research and innovation. The initiative focuses on emerging technology sectors

where the stakes are potentially greatest for U.S. economic and national security,
including the following

Supply Chain Risk Management
Threat Information

Information Security [N

Personnel Security . % - g “'“"‘E
; ; AUTONOMOUS

Physical rity ARTIFICIAL
BIOECONOMY QUANTUM
INTELLIGENGCE SYSTEMS SEMICONDUCTORS

Hi #t . Safeguarding Science: An Outreach Initiative for Protecting Research and Innovation in
Emerging Technologies
<https!//www.dni.gov/index.php/safeguarding-science>
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2023 4 2 28 HICKHFENFHAHEINBER)T (OSTP) Ofgtt =V 7 4 /NEEZBR
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THEPBIZITDND,

WAEMOEX =2 T 4 R EXF 2V T4 DML —=0 7 A N—EF 2T 41D
WTENENHHS N TS, 2O BIEEF2 T 4D == IOV TOHRMNA
(=Y NOR ST
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1. X = U7 0 DREOMEFRBIZE > TEHETHLEB &, MR ENNLDOF

85 Subcommittee on Research Security. National Science and Technology Council. Office of Science
and Technology Policy. DRAFT for Public Comment. DRAFT Research Security Programs Standard
Requirement. Prepared by the Interagency Working Group on Research Security Programs,
Subcommittee on Research Security, National Science and Technology Council.
<https!//www.whitehouse.gov/wp-
content/uploads/2023/02/RS_Programs_Guidance_public_comment.pdf>
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2. BfEME (clarity) : #F7E 2 x =V 7 4 7’0 7T AOEREZERHME CTH D Z & B3R
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86 Office of Science and Technology Policy. Request for Information; NSPM 33 Research Security
Programs Standard Requirement. Federal Register / Vol. 88, No. 44 / Tuesday, March 7, 2023 / Notices
<https!//www.federalregister.gov/documents/2023/03/07/2023-04660/request-for-information-nspm-33-
research-security-programs-standard-requirement>
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