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1.2 Malware Protection

121 Es there an institutionalized Malware/Anti-Virus (AV) Program?

]/ [ Priority |

I ~NOBEE

Not Not
observed | applicable
O [m]

« There is an institutionalized Malware/Anti-Virus Programthat includes
installed AV software and automated updates, documented guidance for
preventing, detecting, reporting, and handling malware activity.

Y

A

J& B
°N X3J7ELTH

]
Prerequisites
O List of constituent critical assets and data [R]
Controls

O Documented policies and procedures exist that describe the process and method by which this
programis provided to the constituents, including notifications, alerts, and remediation assistance [R]
O Documented policies and procedures exist that define reporting requirements when malware is
discovered including working with vendors or other external entities
O Personnel are appropriately trained on the procedures, process and supporting technologies used to
identify, analyze, and remediate malware [R]
IActivity
O A current list of POCs for notifications and alerts is maintained
O Sources for information on emerging malware (e.g., FIRST, CERT/CC, vendor anti-virus sites, and
other similar organizations) are reviewed
O The impacts of malware on constituent systems are analyzed
O Constituents are alerted to emerging or current malware threats [R]
O Remediation, response, and recovery solutions to malware occurrences and threats are provided [R]
O Documented anti-malware installation & update procedures are provided to appropriate personnel
O Constituents are advised of sources for anti-malware signature updates
O Malware outbreaks and remediation are tracked and recorded [R]
O US-CERT and other anti-malware organizations are coordinated with on the development of
countermeasures
Supporting Mechanisms
O Available, approved anti-malware software is used in accordance with organizational requirements
Rl
O Automatic update mechanisms for patch and remediation [R]
O Web site for posting anti-malware files for constituents to download
O Alerting and dissemination mechanisms such as email lists or web sites [R]
Artifacts
O Up-to-date POC list with individual names and phone numbers
O Bxample of virus infection reports and statistics [R]
O Recent email or web malware warnings and advisories [R]
O Recent information fromvendors on products and/or services on file
Quality
O Personnel are aware of, knowledgeable of, and consistently performthe procedures, processes,
methodologies, and technologies for performing this task [R]
O There is a process and criteria for evaluating the quality of performance and artifacts associated with
this activity [R]
O The quality and effectiveness of this activity are periodically evaluated and appropriate
improvements are made [R]

[ Malware is reported to appropriate parties within required timeframe of discovery
Qﬂalware incidents are handled in a timely manner
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