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I:EIJ1_LﬁIE v Z TA (LNSS) LNSS : Lunar Navigation Satellite System
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O2021%F118. O3> 7(3FFBIE2Es [Space Warrior] (CKDEEMIE (ASAT) EEr%ENE.
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O3> 7 OBEEHRIER2E [Space Warrior]! OEIE

4 Enemy satellites as high as 500
miles above Earth are destroyed
with nuclear or kinetic warheads

3 Itaccelerates to speeds pae
\ / of up to 15,000mph

2 The two stage 1475033
missile is fired from a
ground-based launcher

1 satellitesare
detected in
space with
info sent to
the missiles

Mg

https://www.news.com.au/world/europe/russia-weapon-could- htﬁ;s://www.thesun.co.uk/news/16820020/putin—star—wa rrior-
destroy-nato-satellites-and-cripple-missile-systems/news- missile-russia-nato/
story/86888a0a78d86f7ca2f47223540b59¢c5
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Jamming and spoofing across the Middle
East and Ukraine confound civilian pilots,
including Qantas

Russia performs anti-satellite missile test
capable of impacting GPS

Iran jams GPS on ships in Strait of
Hormuz

GPS jamming and spoofing attacks
creating circular patterns in the Port of
Shanghai

Australian Qantas pilots subject to GPS
jamming from supposed Chinese
warships

GPS jamming disrupts Australian
motocross

SBAS outage significantly affected trust
and operations in agriculture and
shipping

Nine Galileo satellite clocks have
stopped working

Multiple timing issues have been
experienced with GLONASS satellites

Three atomic clocks fail on Indian
regional GNSS NAVIC

GPS ground infrastructure is hacked
every day

Disruption and safety risks to air
traffic

Heightened risk of GNSS failure,
disrupting global economy

Disruption and safety risks to
shipping and maritime

Disruption and safety risks to
shipping and maritime

Disruption and safety risks to air
traffic

Disruption to events and
surrounding area, in ng
motorists and critical infrastructure

Disruption and safety risks to
shipping and maritime

Disruption to farmers and mining

Heightened risk of GNSS failure,
disrupting global economy

Heightened risk of GNSS failure,
disrupting global economy

Heightened risk of GNSS failure,
disrupting global economy

Heightened risk of GNSS failure,
disrupting global economy

Russia,
Ukraine, Middle
East

Russia

Persian Gulf

China Sea

China Sea

Melbourne

Australia

Europe

Russia

India

USA

New York Times
(2023)

Inside GNSS (2021)

GPS World (2019)

The Maritime
Executive (2019)

Australian Aviation
(2023)

CNET (

ABC (2023)

BBC (2017)

GPS World (2017)

New York Times
(2023)

GNSSICXH T BT vI VIR T—T 1>
TICE B REMZEHAD ) X HER

GNSSICHT 32 v I U J I & B MM
IAD U RUDER

RYFTBCESTBIC
BITBEE

Fric e DT

ER. IENDORE

FFZIERRPRTIC K D
HREENOLE

GNSSHh_EE%fmAD
Ny F2JIFE %R

: A TIME AND A PLACE FOR RESILIENCE”, Builiding Resilience into Positioning, Navigation, and Timing Services for Australia, FrontierSl, March 2024, Joshua Critchley-Marrows, et al.
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;Ioo:nbe:g - . R PRC jamming and spoofing endanger
TR T shipping, threaten civilian air
navigation

O December 16, 2021

War in Ukraine: Third Year of War = Transforming Warfare Nuclear Risk How Russia Dodged Oil Sanctions = Why Russia Invaded Ukraine

Gl Estonia Turns to EU and NATO Over
Suspicions of Russian GPS Jamming

= Finnair suspended some flights over GPS signal interference
= Estonia, Finland, Latvia, Lithuania, Sweden discussed issue

A 5|A : INDO-PACIFIC DEFENS FORUM 5235
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https://www.microwavejournal.com/articles/40360-space-development-agency-setting-the-pace-for-defense-innovation
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O2020F 2B ICKEINI-AKEBELTIE. JUTAHINA VTSI S IFvICH LT, HREEDEE. GPS UAND
BINEZARPNT Y —E X OERICHEIT R % BAFEECEREICKOTWVWS, CNERITTERESNI-SRAEDOEER
XZETIE. Alternative PNTOMRZEHFRZECH BREZITOBERAIT B HINTL S,

OCZ S5 LI, RFHEFHSDEERMPEEICEL D LEO-PNTORAREZED B REIEEITENTLS,

Complementary PNT and GPS Backup
Technologies Demonstration Report

Presidential Executive Order

Sections | through 10

Executive Order on Strengthening
National Resilience through

Responsible Use of Positioning,

NATIONAL RESEARCH AND
DEVELOPMENT PLAN FOR
POSITIONING, NAVIGATION,
AND TIMING RESILIENCE

RARFHED RERE XS RARFBEFNE RETZEREENS
(202042R) (202141R) (202148A) (20224F4 R XET)
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BPNTH —EXOEEH3FIB%ELC -ELRFMICET 2 KKHEES (2020528)

B BBV I SOBEEEIC PNTH—EXDEEHIFAH 2RDZ3HD
) ) *PNTZO7 7 1 LOER. PNTEEDT —EXDORE (1FEURN. EHE)
Execut.lve Order.o.n Strengthening - PNTHREEMET X FOER (1 EUR. B+ZEE)
Nationa Resflieree throngh. cBEAVTIIIEITS TEEHZFAL ICATTEFHET S > DOERE
Responsible Use of Positioning, (180B A KREREET)
NRTIERHIOT, AT I Serviecs L TURM, RRMER(ET HEMEAPNTY —C 2O - RELICAIT 7
BHROPNTY —EXREHSTCERTZ V> OEE (LEFEUA. RKEEEF) %

BPNTH —E XDEFLICAIT T ERMFEFFETE CRAREBEFERBFRMESER. 202148H)

NATIONAL SCIENCE AND TECHNOLOGY COUNCIL

HFA#HE LTEREFHEI AT L—2 3 S FUEMMPNTY — E XDHRREAHEZ R ZA

2.2 Develop and improve external sources of additional PNT services

NATIONAL ELOPME: Agencies should support research to develop and improve additional PNT sources so that they
' e can be evaluated and deployed as part of a resilient next-generation PNT architecture. Research in
sources of additional PNT should include a diverse range of characteristics, including: local,
regional, and global coverage, with additional considerations for Low Earth Orbit
constellations; coverage and applications; -
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BRI DELERBYXT L (European Radio Navigation Plan 2023)
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ORFuMNES X, Radio Naviagation Plan 2023(CE W T, BIfEGNSSEFEPNTOEASHEICE D BEMOE L

A
HABDEICKPEROEREZ58FAL TW B,

OFFEXEDHR T, FHEPNTO—D & L TLEO-PNTORIEEMICER TN TL %,

[2#] European Radio Navigation Plan 2023 (ERNP23) IC&|7 3R8:&E

4 VISION for the EU PNT (P797% 53k#%)
From the PNT systems' architecture point of view, the EU PNT ecosystem will become a
System of PNT systems, with a combination of GNSS, conventional and emerging PNT
services, all synchronised to UTC(k):

(H88)
2. Emerging PNT services, which can provide Alternative-PNT services, independent from
GNSS, will continue to develop and more of them will achieve maturity and become
commercially available, addressing the needs of the specific markets (e.g., indoors), or acting
as a backup of GNSS services notably for the time provision to critical infrastructures.

The EU recommend’s developing cross-sectorial Alternative-PNT solutions.
(F85)

g

BIFGNSS L HTEPNTORE

BXZGNSSH 5 DI E &«
BIZEGNSSDO /Ny I 7 v T D
AADERANDEM

EUROPEAN
RADIO NAVIGATION .'
PLAN 2023 ;

As a conclusion, due to the integral role of PNT in the well-functioning of the EU economy and
society RESILIENT PNT is paramount. Underpinned by GNSS, PNT services need to be
diverse and incorporate a holistic mix of technologies, terrestrial and space-based, since
no single technology, even GNSS, will deliver sufficient resilience for critical users of PNT
information. Resilient PNT will also require an efficient monitoring system, including for
GNSS RFI and the necessary coordination procedures between GNSS providers, RFl agencies
and governments.

BEAEPNTYRT L
DEBMHYr. TNH%
BAEY AT LOREIC
FOERBEINZ D
SEML DA

¥ . European Radio Navigation Plan 2023, European Commission (2023)

https://joint-research-centre.ec.europa.eu/document/download/c4574d45-a940-406¢c-b6ba-a65ea9289317_en?filename=ERNP-2023_EN_101.pdf (2024/12/2Rj%)
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https://www.esa.int/ESA_Multimedia/Images/2024/03/Discover_LEO-PNT
https://www.esa.int/Applications/Satellite_navigation/Industry_invited_to_bid_for_low-
Earth_orbit_satnav_demo
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